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About This Document

This document is one of several resources available to help you learn about upgrading to
Adobe® LiveCycle® ES (Enterprise Suite) from Adobe LiveCycle 7.x products.

This document provides information about how to upgrade from the following LiveCycle 7.x products to
the corresponding LiveCycle ES solution components on Microsoft® Windows® and Linux® and how to
deploy the solution components to a JBoss® Application Server:

Adobe LiveCycle 7.x products Adobe LiveCycle ES solution components
Adobe LiveCycle Barcoded Forms Adobe LiveCycle Barcoded Forms ES

Adobe LiveCycle Document Security Adobe LiveCycle Digital Signatures ES
Adobe LiveCycle Form Manager Adobe LiveCycle Workspace ES

Adobe LiveCycle Forms (with or without Adobe LiveCycle Forms ES
User Management and Administrator)

Adobe LiveCycle PDF Generator Adobe LiveCycle PDF Generator ES

Adobe LiveCycle Print Adobe LiveCycle Output ES

Adobe LiveCycle Policy Server Adobe LiveCycle Rights Management ES

Adobe LiveCycle Reader Extensions Adobe LiveCycle Reader Extensions ES

Adobe LiveCycle Workflow Adobe LiveCycle Process Management ES
Adobe LiveCycle Workflow Business Adobe LiveCycle Business Activity Monitoring ES

Activity Monitor

Adobe LiveCycle Assembler Adobe LiveCycle PDF Generator ES (or
Adobe LiveCycle Forms ES or Adobe LiveCycle Output ES.
For information, see Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.)

You do not need to refer to the Installing and Deploying LiveCycle ES documents if you are upgrading to
LiveCycle ES. This document, combined with Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_Ic_upgradePreparation, contains all the information you need to
upgrade LiveCycle 7.x to LiveCycle ES.
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This document provides information for administrators or developers responsible for upgrading to
LiveCycle ES components. The information provided is based on the assumption that anyone reading this
document is familiar with Java™ 2 Platform, Enterprise Edition (J2EE) application servers, Linux and
Windows operating systems, MySQL, Oracle®, DB2°, or SQL Server database servers, and web

environments.

The resources in this table can help you learn more about LiveCycle ES.

For information about

See

Preparing to Upgrade to LiveCycle ES

Upgrading from LiveCycle 7.x to
LiveCycle ES using the turkey method
for JBoss on Windows

Performing administrative tasks for

LiveCycle ES

Installing LiveCycle Workbench ES

Other services and products that
integrate with LiveCycle ES

Patch updates, technical notes, and
additional information on this product

version

Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation

Upgrading to LiveCycle ES for JBoss Using Turnkey at
http://www.adobe.com /go/learn_lc_upgradeTurnkey

Administering LiveCycle ES at
http://www.adobe.com/go/learn_lc_administration

Installing Your Development Environment at
http://www.adobe.com/go/learn_Ic_installWorkbench

www.adobe.com

www.adobe.com/go/learn_Ic_support

http://www.adobe.com/cfusion/knowledgebase/index.cfm

This guide uses the following naming conventions for common file paths.

Name Default value Description

[LiveCycleES root] Windows: The installation directory that is used for all
C:\Adobe\LiveCycle8\ LiveCycle ES solution components. The
Linux: installation directory contains subdirectories

/opt/adobe/livecycle8/

for LiveCycle Configuration Manager, the
LiveCycle ES SDK, and each LiveCycle ES
solution component installed (along with the
product documentation). This directory also
includes directories relating to third-party
technologies.
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Name Default value Description
[LiveCycle7 root] Windows: The installation directory that is used for all
C:\Adobe\LiveCycle\ LiveCycle 7.x products. The installation
Linux: directory contains subdirectories for Adobe
: . LiveCycle Configuration Manager, product
/opt/adobe/livecycle/
P Y SDKs, and each LiveCycle product installed
(along with the product documentation).
[appserver root] JBoss on Windows: C:\jboss The home directory of the application server
JBoss on Linux: /opt/jboss that runs the LiveCycle ES services.
[dbserver root] Depends on the database type The location where the LiveCycle ES database

and your specification during
installation.

server is installed.

Most of the information about directory locations in this guide is cross-platform (all file names and paths
are case-sensitive on Linux). Any platform-specific information is indicated as required.



Introduction

Upgrading to LiveCycle ES from LiveCycle 7.x requires you to install the LiveCycle ES files to your hard disk,
and then configure, upgrade, and deploy LiveCycle ES to your application server using the
LiveCycle Configuration Manager tool.

This section provides information to help you understand the LiveCycle ES upgrade process, including
how it fits in with the installing, configuring, and deploying process.

For information about preparing your system for installing and upgrading to LiveCycle ES, see Preparing to
Upgrade to LiveCycle ES at http://www.adobe.com/go/learn_Ic_upgradePreparation. This document
includes information about system requirements, compatibility, API changes, and other information you
need to understand before you begin upgrading your LiveCycle 7.x environment.

Note: You do not need to refer to the Installing and Deploying LiveCycle ES documents if you are upgrading
to LiveCycle ES. This document, combined with Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_Ic_upgradePreparation, contains all the information you need to
upgrade LiveCycle 7.x to LiveCycle ES.

Most of the work involved in upgrading from LiveCycle 7.x to LiveCycle ES is done by
LiveCycle Configuration Manager. The tasks specific to upgrading are integrated seamlessly into the
configuration and deployment process.

Installing, configuring, and deploying LiveCycle ES involves the following processes:

Installing: You install LiveCycle ES by running the installation program. Installing LiveCycle ES places
all of the required files onto your computer, within one installation directory structure. The default
installation directory is C:\Adobe\LiveCycle8 (Windows) or /opt/adobe/LiveCycle8 (Linux); however,
you can install the files to a different directory. In this guide, the default installation directory is referred
to as [LiveCycleES root]. (See “Installing the Solution Component Files” on page 13.)

Configuring and assembling: Configuring LiveCycle ES modifies a variety of settings that determine
how LiveCycle ES works. Assembling the product places all of the installed components into several
deployable EAR and JAR files according to your configuration instructions. You configure and assemble
the components for deployment by running LiveCycle Configuration Manager. (See “Configuring
LiveCycle ES for Deployment” on page 18.) You can configure and assemble multiple LiveCycle ES

solution components at the same time.

Deploying: Deploying the product involves deploying the assembled EAR files and supporting files to
the JBoss application server on which you plan to run your LiveCycle ES solution. If you have configured
and assembled multiple solution components, the deployable components are packaged within the
deployable EAR files. Components and LiveCycle ES archive files (LCAs) are packaged as JAR files.
LiveCycle Configuration Manager automatically deploys the EAR files and components and archive files
to the application server. You must manually deploy the LiveCycle EAR files to JBoss. These instructions
are included in the upgrading procedures in this document.

Initializing the LiveCycle ES database: Initializing the database creates tables for use with

User Management and other solution components. LiveCycle Configuration Manager initializes the
LiveCycle ES database after the deployment process. (See “Configuring, upgrading to, and deploying
LiveCycle ES” on page 19.)
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When you choose the upgrade option in LiveCycle Configuration Manager,

LiveCycle Configuration Manager performs upgrading tasks such as extracting data from the LiveCycle 7.x
EAR files and importing it into the LiveCycle ES configuration and database, migrating essential data from
the LiveCycle 7.x configuration, unlocking and migrating security credentials. You are prompted to provide
information about your LiveCycle 7.x system as you proceed.

Upgrading to LiveCycle ES from products of any version of LiveCycle 7 involves these tasks:

1.

Upgrading the application server and database (new versions are supported in LiveCycle ES).
Instructions for this task are described in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.

Installing LiveCycle ES product files.

Running LiveCycle Configuration Manager to initiate the configuration, upgrading, and deployment
process. The next four steps (below) are included in this process.

Extracting configuration settings and data from LiveCycle 7.x EAR files and applying them to the
LiveCycle ES EAR files and database. (Not applicable to LiveCycle Policy Server upgrades.)

Applying a compatibility layer to the LiveCycle ES EAR files. The compatibility layer comprises a set of
deprecated Enterprise JavaBeans™ (EJBs), classes, servlets, and CORBA APIs, which support custom
applications developed with LiveCycle 7.x and enable these legacy applications to continue to work
with LiveCycle ES. (Not applicable to LiveCycle Policy Server upgrades.)

Starting LiveCycle ES on the application server so that it is available to accept user requests.

Migrating data to the LiveCycle ES database for LiveCycle 7.x products that used User Management or a
database to store other data (LiveCycle Workflow, LiveCycle Form Manager, LiveCycle Forms, LiveCycle
Barcoded Forms, and LiveCycle PDF Generator).

Migrating LiveCycle Policy Server data to the LiveCycle ES database.

Migrating remaining data, such as audit records for LiveCycle Policy Server, submitted or historical data
associated with LiveCycle Workflow.

Some manual steps are required after you complete the upgrade and deployment process to ensure that
LiveCycle 7.x properties have been fully migrated to LiveCycle ES and that LiveCycle 7.x client applications
can be run in LiveCycle ES. (See “Post-Deployment Activities” on page 28.)

Client applications developed with LiveCycle 7.x that will be deployed to LiveCycle ES running on JBoss
must be updated to remove the DocumentServicesLibrary.jar file. If a client application is packaged as a
WAR file, or a WAR file within an EAR file, the DocumentServicesLibrary.jar file is typically located in the
/WEB-INF/lib directory within the WAR file. If the client application is packaged as an EAR file, the
DocumentServicesLibrary.jar file is typically located at the root level of the EAR file.
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Client applications developed using LiveCycle 7.x may need to be updated with new client JAR files.

Client applications that were developed using LiveCycle 7.x that run remotely from the LiveCycle 7.x server
include the jbossall-client.jar file from JBoss 3.2.5. This file is not forward-compatible with JBoss 4.0.3,
which is the version supported in LiveCycle ES. To ensure that remote LiveCycle 7.x client applications
remain compatible with LiveCycle ES, you must replace the jbossall-client.jar file from JBoss 3.2.5 with the
jbossall-client.jar file from JBoss 4.0.3.

The new jbossall-client.jar file is in the [JBoss4_ root]/jboss/client directory. In the LiveCycle ES turnkey
installation, the [JBoss4_root] directory is in the [LiveCycleES root] installation directory after you install
LiveCycle ES.

If you are upgrading LiveCycle Policy Server 7 x to LiveCycle Rights Management ES, you must load the
namespace.jar file before the jbossall-client.jar file by specifying the order in the class path. The
jbossall-client.jar file from JBoss 4.0.3 packages the NamespaceContext.class, which conflicts with the
namespace.jar file used in the LiveCycle Policy Server 7.x Java SDK. (The jbossall-client.jar file in JBoss 3.2.5
does not include this class file.)

LiveCycle ES supports LiveCycle 7.x workflows, which can continue to operate without modification.
However, to take advantage of new features that LiveCycle ES services provide, you can upgrade
workflows so that QPAC-based actions are replaced with equivalent LiveCycle ES service operations.

It is necessary to eventually migrate all processes that use LiveCycle 7.x QPACs to use new LiveCycle ES
components to ensure that processes remain compatible with future releases of LiveCycle ES. The Process
Upgrade Tool is part of Workbench ES, and you can use it at any time to upgrade a LiveCycle 7.x QPACto a
LiveCycle ES service component. Only Adobe-provided QPACs can be upgraded using the Process
Upgrade Tool.

You can upgrade custom QPACs by creating an upgrade definition file that is used by the Process Upgrade
Tool. The upgrade definition file describes how the customer QPAC created in LiveCycle 7.x maps to a
LiveCycle ES service component.

Upgrading LiveCycle Barcoded Forms QPACs is not supported by Process Upgrade Tool.
LiveCycle Policy Server QPACs will be supported in a future release of LiveCycle ES.

Note: When a LiveCycle 7.x workflow that generates CSS2HTML is upgraded to a LiveCycle ES process
using the Process Upgrade Tool in Workbench ES, the upgraded process outputs XHTML instead of
CSS2HTML.

After you install LiveCycle ES, you can run LiveCycle Configuration Manager to perform a variety of tasks.
The first task you choose is to upgrade from LiveCycle 7.x to LiveCycle ES. Then you can select the
following tasks for LiveCycle Configuration Manager to perform, in addition to the upgrade:

e Configure LiveCycle ES solution components in an EAR file for deploying to the application server.
e Deploy LiveCycle ES EAR files
e Initialize the LiveCycle ES database

e Deploy LiveCycle ES components
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o Validate the LiveCycle ES component deployment
e Configure the LiveCycle Reader Extensions ES Rights credential (if Reader Extensions ES is installed)

e Initialize BAM metadata for LiveCycle Business Activity Monitoring ES (if
Business Activity Monitoring ES is installed)

e (Optional) Import the LiveCycle ES Samples

If you want to perform a turnkey upgrade (installs, configures, upgrades, and deploys LiveCycle ES along
with JBoss and MySQL), see Upgrading to LiveCycle ES for JBoss Using Turnkey at http://www.adobe.com
/go/learn_lc_upgradeTurnkey. You can use the turnkey method to upgrade if you installed LiveCycle 7.x
using the turnkey method.

The following table includes the steps required for installing LiveCycle ES using the manual method.

If you want to perform a Turnkey upgrade (installs, configures, upgrades to, and deploys LiveCycle ES
along with JBoss and MySQL on Windows), see Upgrading to LiveCycle ES for JBoss Using Turnkey at
http://www.adobe.com /go/learn_lc_upgradeTurnkey.

Task Topic

Ensure that you have the required software  Preparing to Upgrade to LiveCycle ES at
installed and configured in the target http://www.adobe.com/go/learn_lc_upgradePreparation
environment.

Ensure that files, directories, and databases  Preparing to Upgrade to LiveCycle ES at
associated with LiveCycle 7.x are fully backed http://www.adobe.com/go/learn_Ic_upgradePreparation

up.
(LiveCycle PDF Generator upgrade only) “Installing Acrobat for LiveCycle PDF Generator ES” on
Install Adobe Acrobat® 8.1 from the page 13.

LiveCycle ES media.

Run the installation program. “Installing the Solution Component Files” on page 13

Run LiveCycle Configuration Manager and “Configuring LiveCycle ES for Deployment” on page 18
select Upgrade from LiveCycle 7.x, and then

select the products you are upgrading from.

You will also select corresponding

LiveCycle ES solution components that you

are upgrading to or configuring for the first

time.
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Task Topic

In LiveCycle Configuration Manager, select  “Configuring LiveCycle ES for Deployment” on page 18
all the tasks except Configure Application
Server, Validate Application Server
Configuration, and Deploy LiveCycle ES EARs
(these appear dimmed on the Task Selection
screen). This will configure and assemble the
LiveCycle ES EAR files, deploy the EAR files
and supporting components to the
application server, initialize the LiveCycle ES
database, and verify the deployment. Various
upgrade-specific tasks are included.

If the application server targeted for “Configuring LiveCycle ES for Deployment” on page 18
LiveCycle ES is installed on the same

computer as the LiveCycle 7.x application

server, configure the LiveCycle ES application

server when

LiveCycle Configuration Manager prompts

you to stop the LiveCycle 7.x server.

Deploy the LiveCycle ES EAR files to JBoss “Configuring LiveCycle ES for Deployment” on page 18
after LiveCycle Configuration Manager has
completed configuring the EAR files.

Return to LiveCycle Configuration Manager  “Configuring LiveCycle ES for Deployment” on page 18
to complete the upgrade and migration

process, component deployment, and

initialization of LiveCycle ES.

Access LiveCycle Administration Consoleand “Accessing LiveCycle Administration Console” on page 28
User Management.

Configure LDAP access. (LiveCycle Policy “Configuring LiveCycle ES to access LDAP” on page 35
Server upgrade migrates LDAP settings
automatically.)

Update LiveCycle 7.x client applications as “Updating client applications” on page 9
necessary.




2

Installing the Solution Component Files

This section describes the first phase of setting up a LiveCycle ES system that is running the LiveCycle
installation program on a Windows or Linux operating system. A subsequent phase will include running
LiveCycle Configuration Manager to configure, upgrade, and deploy LiveCycle ES.

Before you install the solution components, you must ensure that your environment includes the software
and hardware required to run LiveCycle ES. You should also understand the installation options and have
prepared the environment as required. (See Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.)

Note: If you are upgrading any products that use LiveCycle 7.x QPACs (called components in LiveCycle ES),
you must upgrade LiveCycle Workflow 7.x to LiveCycle Process Management ES. If
Process Management ES is not included in the LiveCycle ES deployment, QPACs cannot be used.

Note: This section applies only if your configuration requires native file format conversion (for example,
Microsoft Word to PDF).

LiveCycle PDF Generator ES can convert many native file formats to PDF. Such native file formats include
Microsoft Word, Microsoft Excel, Microsoft PowerPoint, Microsoft Project, Microsoft Visio, Corel
WordPerfect, Adobe Photoshop®, Adobe FrameMaker®, and Adobe PageMaker®. For more information
about PDF Generator ES, see the LiveCycle ES Overview at http://www.adobe.com/go/learn_|lc_overview

If you plan to use PDF Generator ES native application format conversion or optical character recognition
(OCR) generation, you must install Acrobat 8.1 on the computer where PDF Generator ES will run before
you run the LiveCycle ES installation program. If you do not install Acrobat 8.1 prior to installing

LiveCycle ES, you must install Acrobat 8.1 afterward and perform some additional manual tasks. A copy of
Acrobat 8.1 is included on the LiveCycle ES DVD.

If you do not want to configure PDF Generator ES to support this functionality, you do not need to install
or upgrade to Acrobat 8.1. However, it is recommended that you upgrade to Acrobat 8.1 in order to
support conversions using Microsoft Office 2007.

To install Acrobat 8.1 for PDF Generator ES:

1. Uninstall any other version of Acrobat by using the Add/Remove Programs window in the Windows
Control Panel.

2. Restart your computer if prompted.

3. Navigate to one of the following folders on the LiveCycle ES installation media, depending on your
locale:

e additional\acrobat\efg\Adobe Acrobat 8 Professional
e additional\acrobat\jpn\Adobe Acrobat 8 Professional

4. Double-click the Setup.exe file to run the Acrobat installer.

5. Follow the instructions on the Acrobat installer screens.
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You can install LiveCycle ES on the same computer as the application server where it will be deployed or
on a separate computer. However, the computer on which the LiveCycle ES files are installed must have file
network access to the LiveCycle 7.x EAR files, the Global document storage directory, the target
application server, and the LiveCycle 7.x and LiveCycle ES databases. For more information, see
“Installation and deployment topology considerations” in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_Ic_upgradePreparation.

After you install LiveCycle ES, you will run LiveCycle Configuration Manager to perform the upgrade from
LiveCycle 7.x to LiveCycle ES. If the LiveCycle ES server is on a separate computer from the LiveCycle 7.x
computer and you want to configure the application server manually rather than have

LiveCycle Configuration Manager do the task, you can do it before you run

LiveCycle Configuration Manager to perform the upgrade.

Note: If you are upgrading LiveCycle Barcoded Forms 7.x to LiveCycle Barcoded Forms ES, LiveCycle ES
must be installed and upgraded on the same host as LiveCycle 7.x.

To successfully install LiveCycle ES, you need read and write permissions for the installation directory. The
following installation directories are the defaults; however, you can specify a different directory as
required:

e (Windows) C:\Adobe\LiveCycle8\

e (Linux) /opt/adobe/livecycle8/

When installing on Linux, the installation program uses the logged-in user's home directory as a
temporary directory for storing files. As a result, messages such as this one may appear in the console:

WARNING: could not delete temporary file /home/<usernames>/ismp001/1556006
When you complete the installation, you must manually delete the temporary files.

Caution: Ensure that the temporary directory for your operating system meets the minimum
requirements as outlined in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_Ic_upgradePreparation. The temporary directory is one of the
following locations:

e (Windows) TMP or TEMP path as set in the environment variables

e (Linux) Logged-in user’s home directory

Note: When you are installing the solution component on a Linux operating system, you must be logged
in as the root user to successfully install the solution component to the default location
/opt/adobe/LiveCycle8/. If you are logged in as a non-root user, you must change the installation
directory to one for which you have permissions (for example, SHOME/adobe/LiveCycle8).

Installing to a Windows staging platform for deployment on Linux

LiveCycle ES can be installed and configured on Windows for deployment on a Linux platform. You can use
this functionality for locked-down Linux environment. For example, a locked-down environment would
not have Windows installed. When you run the installation program on Windows, you can choose a Linux
operating system as the target platform for deploying LiveCycle ES. The installation program installs
binaries for Linux, which are also used by LiveCycle Configuration Manager when you configure the
product.
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The computer running Windows can then be used as a staging location for the deployable objects, which
can be copied to a Linux computer for deployment to the application server. The application server that
you are targeting must be consistent with what you choose during installation and configuration
regardless of the operating system.

Note: The host and target operating system must be Windows to support installing Acrobat for
PDF Generator ES from the installer.

Configuring the LiveCycle Reader Extensions ES Rights credential

If you are upgrading LiveCycle Reader Extensions 7.x to LiveCycle Reader Extensions ES, ensure that you
have a new valid credential and password before running the installation. If you do not have this
information at this time, you can install the credential after you install and deploy LiveCycle ES on the
Trust Store configuration pages in the LiveCycle Administration Console. You must use the name of your
LiveCycle 7.x Rights credential for LiveCycle ES. If you use a different name, you will have to modify code in
existing custom applications or, in future LiveCycle ES, your existing LiveCycle QPACs.

Including the Java 5 SDK in the JAVA_HOME environment variable

The JAVA HOME environment variable must point to the Java 5 SDK. The required Java SDK is Sun JDK
1.5.0_11 or higher The Java 5 SDK requirements are also listed in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.

» To install LiveCycle ES:

1. Navigate to the /livecycle_server/8.0 directory of the installation media.
2. Start the installation program:
e (Windows) Double-click the win_livecycle8_setup.exe file.

e (Linux) From a command prompt, type the following command:

./linux livecycle8_ setup.bin

Note: If you are installing to a Windows staging platform for deployment to Linux or UNIX, start the
Windows executable.

3. On the Welcome screen, click Next.

4. On the Destination screen, accept the default directory as listed or click Browse and navigate to the
directory where you want to install the solution component, and then click Next.

Note: If you type the name of a directory that does not exist, it will be created for you.

Caution: When you install the solution component, you can specify a different installation location. If you
are installing on Linux, the directory you specify should not contain any spaces; otherwise, the
installation program does not install the solution component.

5. Type a serial number for the LiveCycle ES solution components in the text box and click Add. If you
have licensed multiple solution components, repeat this step for each serial number you have. When
you have added all the serial numbers to the list, click Next.

Tip: To reset the serial number, click Clear.
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6. On the Type of Installation screen, select Manual and click Next.

10.

11.

12.

Note: If you want to perform a turnkey installation, you can select the Turnkey option. The turnkey
method of upgrading is not described in this guide. For information, see Upgrading to
LiveCycle ES for JBoss Using Turnkey.

Read the Product License Agreement and, if you agree, select | accept the terms of the license
agreement, and then click Next. Otherwise, you cannot proceed with the installation.

(Windows only) Select the operating system for which you plan to configure LiveCycle ES, and click
Next.

Note: At this point, you can specify to use Windows as a staging platform for your deployment. You can
select a Linux operating system as the target for deployment even if you installing on Windows.

(PDF Generator ES only) Select the appropriate option on the PDF Generator ES screen:

Yes, enable native application support for LiveCycle PDF Generator ES: Select this option to

have the software check the version of Acrobat you have installed. If you do not have Acrobat
installed, accept the prompt to install Acrobat 8.1 now.

If you have an unsupported version of Acrobat installed (earlier than Acrobat 8.0), complete the

LiveCycle ES installation, uninstall Acrobat, and then install Acrobat 8.1 from the LiveCycle ES DVD

by following the instructions in the procedure “To configure Acrobat 8.1 for use with

PDF Generator ES:"” on page 17. If you have Acrobat 8.0 installed, you can upgrade to LiveCycle 8.1.

No, do not enable native application support for LiveCycle PDF Generator ES: Select this
option if you are installing in a clustered environment, and then go to step 10.

Review the installation details and then click Install. The installation program displays the progress of

the installation. A summary screen appears when the solution component installation is completed.

Review the release notes that are displayed and click Next.

Select Start LiveCycle Configuration Manager and then click Finish.

Caution: If you are upgrading a platform that includes an Oracle database, do not select Start LiveCycle

Note: Selecting the Start option starts LiveCycle Configuration Manager, which allows you to complete

Configuration Manager. Instead, start LiveCycle Configuration Manager using the startup

script according to the instructions in the section “Configuring LiveCycle ES for Deployment” on

page 18.

your configuration and deployment immediately. If you are not ready to run

LiveCycle Configuration Manager immediately, ensure that the Start

LiveCycle Configuration Manager option is not selected when you click Finish. You can start
LiveCycle Configuration Manager at a later time.

1

When you are ready to proceed with the configuration and deployment, see “Configuring
LiveCycle ES for Deployment” on page 18.
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» To configure Acrobat 8.1 for use with PDF Generator ES:

This procedure is required only if you upgraded to or installed Acrobat 8.1 after completing the
LiveCycle ES installation. It can be completed before or after you run LiveCycle Configuration Manager and
deploy LiveCycle ES to the application server.

1. If an unsupported version of Acrobat (earlier than 8.0) is installed, uninstall it by using the Add or
Remove Programs window in the Windows Control Panel.

2. Install Acrobat 8.1 from the LiveCycle ES DVD by running the Setup.exe file from the
/additional/acrobat directory.

3. When the installation is complete, open a Windows command prompt and navigate to the
/additional/scripts directory on the LiveCycle ES installation media.

4. Run the following command:

Acrobat for PDFG Configuration.bat [LiveCycleES root]

» To validate the Acrobat 8.1 installation:

e Navigate to a PDF file on your system and double-click it to open it in Acrobat.

If the PDF file opens successfully, Acrobat 8.1 is installed correctly. If the PDF fails to open correctly,
uninstall Acrobat and reinstall it.

If any errors occur during the installation, the installation program creates a log file called log.txt, which
contains the error messages. The log file is located in the [LiveCycleES root] directory.

For information about errors that may occur during installation, see “Troubleshooting” on page 46.

You must now configure and upgrade LiveCycle ES for deployment. (See “Configuring LiveCycle ES for
Deployment” on page 18.)




3

Configuring LiveCycle ES for Deployment

This chapter describes how to configure and upgrade LiveCycle ES for deployment by performing these
tasks:

e Configure LiveCycle ES solution components in an EAR file for deploying to the application server
e Deploy LiveCycle ES EAR files

e |Initialize theLiveCycle ES database

e Deploy LiveCycle ES component

e Validate the LiveCycle ES component deployment

e Configure the Reader Extensions ES Rights credential (if Reader Extensions ES is installed)

o Initialize BAM metadata for Business Activity Monitoring ES (if Business Activity Monitoring ES is
installed)

e (Optional) Import the LiveCycle ES Samples.

The following upgrade tasks are also performed when you select the Upgrade from LiveCycle 7.x task:
e Apply LiveCycle 7.x configuration to LiveCycle ES
e Migrate data essential to LiveCycle ES operation

e Migrate remaining data (for LiveCycle Policy Server upgrades only)

This chapter assumes that you have prepared your environment for hosting LiveCycle ES and installed the
solution component files. If you have not done this, see Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation and “Installing the Solution Component Files”

on page 13.

Note: If the application server targeted for LiveCycle ES is installed on the same computer as the
LiveCycle 7.x application server, you will be prompted part way through the configuration and
upgrade process to stop the LiveCycle 7.x server. You must then start JBoss and configure it as
described in the “Configuring JBoss Application Server” section in Preparing to Upgrade to LiveCycle
ES. Then you can proceed with the upgrade and deployment in LiveCycle Configuration Manager.

If the LiveCycle 7.x and LiveCycle ES application servers are installed on separate computers, you
should complete all the application server configuration tasks before you start

LiveCycle Configuration Manager so that the LiveCycle ES and migrated data can be deployed
immediately.

LiveCycle Configuration Manager is a wizard-like tool used to configure, deploy, and validate LiveCycle ES
components for deployment to the application server. LiveCycle Configuration Manager is installed with
the solution component files when you run the LiveCycle ES installation program. When you run
LiveCycle Configuration Manager, you specify the LiveCycle ES solution components you are configuring,
as well as the tasks you want LiveCycle Configuration Manager to perform.

You can start LiveCycle Configuration Manager from the installation program to configure solution
components during the installation process, or you can start LiveCycle Configuration Manager any time
after the installation.
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Now that LiveCycle ES is installed, you are ready to run LiveCycle Configuration Manager to upgrade from
LiveCycle 7.x to LiveCycle ES. LiveCycle Configuration Manager performs the tasks required for upgrading,
including extracting the required data and properties from the LiveCycle 7.x configuration and applying it
to the LiveCycle ES configuration.

These instructions assume you have already installed the application server and either set up a supported
database or migrated the LiveCycle 7.x database to a new database required for LiveCycle ES according to
the instructions in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_Ic_upgradePreparation. If the application server for LiveCycle ES is
installed on the same computer as LiveCycle 7.x server, you will be prompted when you can stop the
LiveCycle 7.x server and configure the LiveCycle ES application server and start it.

When you run LiveCycle Configuration Manager, you can select the tasks that you want the program to
perform automatically.

Tip: LiveCycle Configuration Manager verifies the values specified on each screen when you click Next. If it
cannot validate a value, a warning a warning message appears, the property on the screen turns red,
and you cannot proceed until you enter a valid value.

When Configuration Manager completes the configuration of LiveCycle ES, it places the files to be
deployed (adobe-livecycle-native-[OS].ear, adobe-livecycle-.ear, and adobe-workspace-client.ear if you
LiveCycle installed Process Management ES) to the application server in the following directory:

o (Windows) [LiveCycleES root\configurationManager\export
e (Linux) [LiveCycleES root]/configurationManager/export

If you plan to manually deploy LiveCycle ES to the application server, you can access the files in the
/configurationManager/export directory.

Note: If you have previously deployed LiveCycle ES files, you must first undeploy the product EAR files
from the application server. However, if you use LiveCycle Configuration Manager to deploy EAR
files, it automatically undeploys previously deployed files before deploying updated ones.

» To configure, upgrade to, and deploy LiveCycle ES:

Tip: You can press F1 in LiveCycle Configuration Manager to view Help information for the screen you are
viewing. This Help contains details that may not be included in this document, and are specific to the
context of each screen in LiveCycle Configuration Manager.

1. If you did not start LiveCycle Configuration Manager automatically from the installation program,
navigate to the [LiveCycleES root]/configurationManager/bin directory and entering the following
command:

e (Windows) ConfigurationManager.bat

e (Linux)./ConfigurationManager.sh

2. On the Welcome screen, click Next.
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3. Select Upgrade from LiveCycle 7.x. All the subtasks are selected by default. You can leave all the tasks
selected or deselect a task if you do not want to perform it now. Some conditions apply for deselecting
tasks described in this list:

Apply LiveCycle 7.x configuration to LiveCycle ES: Retrieves all required data from LiveCycle 7.x
files (deployable modules) and applies this data to the deployable LiveCycle ES components. You
must complete this task before you can migrate data to LiveCycle ES. The following two tasks are
depend on this task being selected or already completed.

Migrate data essential to LiveCycle ES operation: Imports essential data files, such as custom
fonts and files into the global document storage directories and LiveCycle Policy Server policies,
configuration settings, watermarks, document licenses, revocation information and external users
into LiveCycle ES. To complete this task, you are prompted to stop the LiveCycle 7.x server. When
LiveCycle Configuration Manager completes migrating the data, LiveCycle ES can begin accepting
requests.

Migrate remaining data: Imports additional non-essential data, such as audit records associated
with LiveCycle Policy Server, from LiveCycle 7.x to LiveCycle ES. The task is only relevant to
upgrading LiveCycle Policy Server. The LiveCycle ES server can continue to take requests during this
task. This task may require a significant amount of time to complete. You can deselect this task for
the initial installation and upgrade, and return to LiveCycle Configuration Manager at a later time to
complete the migration.

4. Click Next to continue.

5. On the Solution Component Selection screen, select the LiveCycle ES solution components that you
have installed and plan to deploy.

6. On the Product Upgrade Selection screen, ensure that the products you want to upgrade are selected.
The products that are preselected on the Product Upgrade Selection screen indicate the LiveCycle 7.x
equivalents that can be upgraded. If a product that you are planning to upgrade is not available for
selection, ensure that the corresponding solution components is selected on the previous screen.

Note: If you are upgrading LiveCycle Forms 7.x, LiveCycle Print 7.x, or LiveCycle PDF Generator 7.x to
LiveCycle Forms ES, LiveCycle Output ES, or LiveCycle PDF Generator ES respectively, then
LiveCycle Assembler 7.x is selected by default. If you are not upgrading LiveCycle Assembler 7.x,
you must deselect it.

7. On the Task Selection screen, select all the tasks you want to perform, and click Next.

Note: The Configure Application Server, Validate Application Server Configuration, and Deploy
LiveCycle ES EARs tasks are not available for JBoss. You must complete these tasks manually.
Instructions are included in the procedure (or you are directed to the Preparing to Upgrade to
LiveCycle ES at the appropriate time).
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8. (Notapplicable for LiveCycle Policy Server upgrade) On the Import LiveCycle 7.x Files screen, provide
the path to the deployable archive files associated with LiveCycle 7.x. You exported these files in the
preparation phase to ensure that you are using the most current version of the files. (See Preparing to
Upgrade to LiveCycle ES at http://www.adobe.com/go/learn_Ic_upgradePreparation.) If you have both
the Adobeservices.sar and LiveCycle.ear files in your liveCycle 7.x deployment, import the LiveCycle.ear
file. When you have provided the required information, click Next.

Note: The fields are enabled based on the products you selected for upgrading on the previous screen.
All enabled fields are required, and the specific file name depends on the version of LiveCycle 7.x
you are upgrading from.

Tip: Press F1 to view a list of the expected file names, according to the version of LiveCycle you are
upgrading from. You can also move your pointer over the fields to display tool tips that contain lists of
the possible file names. These expected file names are only defaults. Any file that matches the
applicable file type filter (.war, .bar, .sar, .ear) is accepted.

9. (Not applicable for LiveCycle Policy Server upgrade) On the Extract LiveCycle 7.x Configuration Data
screen, click Start. When the extraction has completed successfully, click Next.

10. On the Configure LiveCycle ES screen, click Configure. When the EAR files have been configured, click
Next.

11. (Not applicable for LiveCycle Policy Server upgrade) On the Apply LiveCycle 7.x Configuration Data
screen, click Start. When the task has completed successfully, click Next.

12. (Not applicable for LiveCycle Policy Server upgrade) On the Copy Shared Compatibility Layer screen,
you must perform a manual step outside of LiveCycle Configuration Manager. Copy the
adobe-bmc-client.jar file from [LiveCycleES root]/LiveCycle_ES_SDK/client-libs/common directory to
the [appserver domain]/lib directory.

When you have finished copying the adobe-bmc-client.jar, click Next.

13. On the Copy LiveCycle 7.x Customer Fonts screen, select the option to automatically place the fonts
into the LiveCycle ES customer fonts directory. By selecting this option, you do not have to manually
copy the fonts later in the process. This screen only displays if LiveCycle Configuration Manager detects
custom fonts on the server. If you are not using additional fonts, go to step 15.

14. Specify a location for the customer fonts directory in the second text field (for example,
[LiveCycleES root]/customerFonts), and then click Next.

Note: The customer fonts directory is used to store fonts that are not provided as part of the LiveCycle
installation.

Your right to use fonts provided by parties other than Adobe is governed by the license
agreements provided to you by such parties in connection with those fonts, and is not covered
under your license to use Adobe software. Adobe recommends that you review and ensure you
are in compliance with all applicable non-Adobe license agreements before using non-Adobe
fonts with Adobe software, particularly with respect to use of fonts in a server environment.

15. On the Configure LiveCycle ES (continued) screen, set the directories that LiveCycle ES will use to access
fonts and store temporary data associated with processing jobs:

e (Optional) To change the default locations of the Adobe Server Fonts directory, type the path or
browse to the directory.

e Accept the value in the Customer Fonts directory box.
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16.

e (Optional) To change the default locations of the System Fonts directory, type the path or browse to
the directory.

e (Optional) To specify the location of the Temp directory, click Browse.

e To specify the locations of the Global document storage root directory, click Browse. (You
determined the location of the Global document storage directory during the directory back-up
process. See “Backing Up LiveCycle 7.x Environment” in the Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation document.)

e Toenable FIPS, ensure that Enable FIPS is selected. Select this option only if you require the Federal
Information Processing Standards (FIPS) to be enforced.

Click Configure to configure the directories. When the configuration is complete, click Next.

Note: The next screen only appears when the Global document storage directory specified for LiveCycle

17.

18.

19.

20.

ES is different than that specified for LiveCycle 7.x, and the servers are located on different hosts.

The Configuring Document Manager screen prompts you to copy the contents of the Global document
storage directory used for LiveCycle 7.x to the Global document storage directory that will be used by
LiveCycle ES server. Without exiting LiveCycle Configuration Manager, navigate to the LiveCycle 7.x
Global document storage directory shown on the LiveCycle Configuration Manager screen. Copy all
the contents of this directory to the LiveCycle ES Global document storage directory, which is also
shown on the LiveCycle Configuration Manager screen. Click Next.

On the Configure LiveCycle ES Summary screen, click Next.

On the Configure LiveCycle ES Connectors screen, press F1 and follow the instructions in the Help
dialog box.

(LiveCycle PDF Generator ES only) On the LiveCycle 7.x Database screen, provide the following
information about your LiveCycle 7.x database so that LiveCycle Configuration Manager can connect to
it.

Database Type: The type of database you are using as the LiveCycle 7.x database.

Database Name: The name of the LiveCycle 7.x database you are connecting to. Reselect the
database to ensure that the JDBC driver field (below) shows the default driver.

Host: The name or IP address of the computer that hosts the LiveCycle 7.x database server.

Port: The port used to access the database service. The port number listed is the default for the
database type you selected. If you are using a non-default port number for the database, enter it
here.

User: The name of the user account that accessed the database server specified in the database
name entered above (the database you created for LiveCycle 7.x).

Password: The password for the user account specified for the database name you entered above.

JDBC driver: The location of the JDBC driver installed with LiveCycle ES and used to connect to the
LiveCycle 7.x database. The drivers (except for those for SQL Server) are included in the LiveCycle ES
installation and are located in the [LiveCycleES root]/lib/db directory. You must obtain the that the
SQL Server driver from the Microsoft web site, and therefore this driver is located in the place where
you saved it. See “Creating a SQL Server database” in Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.

Note: For more information about the MySQL JDBC driver, press F1 in
LiveCycle Configuration Manager.
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21. (LiveCycle Policy Server upgrade only) On the LiveCycle Policy Server 7.x Database screen, provide
information about your LiveCycle Policy Server 7.x database so that LiveCycle Configuration Manager
can connect to it:

Database Type: The type of database you are using as the LiveCycle Policy Server 7.x database.

Database Name: The name of the LiveCycle Policy Server 7.x database you are connecting to.
Reselect the database to ensure that the JDBC driver field (below) shows the default driver.

Host: The name or IP address of the computer that hosts the LiveCycle Policy Server 7.x database
server. (Use the name only if it can be resolved.)

Port: The port used to access the database service. The port number listed is the default for the
database type you selected. If you are using a non-default port number for the database, enter it
here.

User: The name of the user account that accessed the database server specified in the database
name entered above (the database you created for LiveCycle Policy Server 7 .x).

Password: The password for the user account specified for the database name you entered above.

JDBC driver: The location of the JDBC driver used with the LiveCycle Policy Server 7.x database. The
driver may be located in the [livecycle7_root]/configurationManager/lib directory. You can also use
the drivers in [LiveCycleES root]/lib/db<database>. Specifying the drivers here allows

LiveCycle Configuration Manager to test the database connection.

22. Click Test Connection to ensure that the information here is valid and
LiveCycle Configuration Manager can connect to the database, and then click Next to continue

23. On the LiveCycle Server Information screen, do the following tasks:

In the LiveCycle ES User ID box, type administrator if the box is not already populated.
In the Password box, type password.

Select LiveCycle 7.x host is also the LiveCycle ES host if the application server for LiveCycle ES is
installed on the same computer as the LiveCycle 7.x server. If the previous and new application
servers are installed on separate computers, do not select this option.

Provide the JNDI information for LiveCycle ES and LiveCycle 7.x. This information enables
LiveCycle Configuration Manager to connect to the LiveCycle ES server and set preferences. Press
F1 for more information about the contents required for each field.

Caution: After completing the upgrade, you should change the default password in LiveCycle

Administration Console. (See “Accessing LiveCycle Administration Console” on page 28.)

24. On the Upgrade Servers screen, click Next. This screen is for information purpose. If your LiveCycle 7.x
server and LiveCycle ES server are on the same computer, prepare to stop the LiveCycle 7.x server so
that you can start the application server on which LiveCycle ES will be deployed, and then configure it,
beginning on the next screen.
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25.

26.

27.

28.

29.

30.

31.

On the Stop LiveCycle 7.x screen, you must stop the LiveCycle 7.x server if the target application server
for LiveCycle ES is installed on the same computer.

Note: Now you can start the application server on which LiveCycle ES will be deployed. If you have not
done so already, you must configure the application server according to the instructions in the
“Configuring JBoss Application Server” section of Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation. Do not exit
LiveCycle Configuration Manager. (If you do exit LiveCycle Configuration Manager, the
information you have provided to this point is saved. You can restart
LiveCycle Configuration Manager and quickly return to the same place after you have
configured the application server.)

When you have completed configuring application server for LiveCycle ES EAR, continue to the next
step to deploy the LiveCycle ES EAR files to JBoss.

Without exiting LiveCycle Configuration Manager deploy the LiveCycle ES EAR files to JBoss by copying
the following files from the [LiveCycleES root]/configurationManager/export directory to the [appserver
root]/server/all/deploy directory:

e adobe-livecycle-native-jboss-[OS].ear
e adobe-livecycle-jboss.ear
e adobe-workspace-client.ear (LiveCycle Process Management ES only)

Note: If you are upgrading LiveCycle Business Activity Monitoring ES, see “Upgrading to LiveCycle
Business Activity Monitoring ES” on page 31 before deploying the CAS_Adobe.ear file.

If you have not done so already, start JBoss to ensure the LiveCycle ES applications are running.
Return to LiveCycle Configuration Manager and click Next.

On the LiveCycle ES Database Initialization screen, verify the host and port information, and then click
Initialize. The database initialization task creates tables in the database, adds default data to the tables,
and creates basic roles in the database. When the initialization has completed successfully, click Next.

(LiveCycle Business Activity Monitoring ES only) On the Initialize Business Activity Monitoring screen,
provide the information for the following fields:
Database type: The database on which BAM metadata is running.

BAM Host: The name or IP address of the computer that hosts the application server on which BAM
server is running.

BAM HTTP Port: The HTTP service port that the database uses (for example, 8080).

BAM Administrator User ID: The administrator ID required to log in to BAM Workbench. The
default user ID is “system”.

BAM Administrator Password: The password to log in to the BAM Workbench. The default
password is “manager”.

Click Initialize to begin the initialization process. When initialization is complete, you can click Next to
continue.
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32.

33.

34,

35.

36.

37.

38.

On the LiveCycle ES Server Information screen, click Test Server Connection to ensure that the
information for the default application server is correct. When the test has completed successfully, click
Next.

Note: The server information that appears on this screen represents default values for the deployment.
You can change the values if the LiveCycle 7.x server uses a different port.

Testing the server connection helps to narrow troubleshooting in case failures occur in the
deployment or validation. If the connection test passes, but deployment or validation fails in the
next few steps, connectivity issues can be eliminated from the troubleshooting process.

On the LiveCycle Component Deployment screen, click Deploy. The components deployed at this time
are Java archive files that plug into the LiveCycle ES service container for purposes of deploying,
orchestrating, and executing services. When the deployment has completed successfully, click Next.

On the LiveCycle Component Deployment Validation screen, click Validate.

LiveCycle Configuration Manager validates that the LiveCycle components (Java archive files) are
deployed to and running on the LiveCycle ES server. When the validation has completed successfully,
click Next.

(LiveCycle Document Security upgrade only) On the Unlock Credential Files Used By LiveCycle 7.x
screen, select the credential that you want to import, and then type and confirm the password for the
certificate file. Click Next to import the credentials and continue.

Note: PFX files contain multiple credentials. In this version of LiveCycle ES, only PFX files containing
one credential can be migrated.

For information about migrating HSM-based credentials, see Preparing to Upgrade to LiveCycle ES
at http://www.adobe.com/go/learn_lc_upgradePreparation.

On the Migrate Data Essential to LiveCycle ES Operation screen, click Start. When the migration is
complete, click Next.

This step involves copying LiveCycle Policy Server policies, configuration settings, forms, form data,
preferences, FileType settings, job options, security settings, watched folders and email job sources
(depending on the product or products you are upgrading), custom fonts and documents in the global
document storage directory. For LiveCycle Policy Server, policies, external users, document licenses,
watermarks, and revocation information are copied, and the user directory is synchronized.

On the LiveCycle ES Ready for Essential Tasks screen, click Next. The LiveCycle ES server is running on
the application server and can process basic requests.

(LiveCycle Reader Extensions ES only) On the LiveCycle Reader Extensions ES Credential
Configuration screen, specify the details associated with the Rights credential that activates the
solution component services:

LiveCycle Reader Extensions ES Rights credential: The path and file name of the Rights
credential (.pfx or .p12 file type).

LiveCycle Reader Extensions ES Rights credential password: The password associated with the
credential. This password was provided with the credential file.
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Name for the configured Rights Credential: The name (or alias) that

LiveCycle Configuration Manager gives the credential when it is configured. If you are installing
Reader Extensions ES for the first time, this can be any name. If you are upgrading from
LiveCycle Reader Extensions, you must use the name of your LiveCycle 7.x Rights credential for
LiveCycle ES. If you use a different name, you will have to modify code in existing custom
applications or, in future LiveCycle ES, your existing LiveCycle QPACs.

This name appears in the Reader Extensions ES web interface, as well as the alias used to reference the
credential through SDK calls. You can create any unique name for the Rights credential.

Tip: You can skip this step at this time by selecting Configure later using LiveCycle Administration

39.

40.

41.

Console. You can configure the Rights credential by using LiveCycle Administration Console after you
complete the deployment. (After logging in to LiveCycle Administration Console, click Home >
Settings >Trust Store Management > Local Credentials.)

Click Configure and then click Complete.

(LiveCycle Policy Server upgrade only) On the Migrate Remaining Data screen, click Start to begin
migrating the remaining data from LiveCycle 7.x to LiveCycle ES. This screen appears only if you
selected Migrate Remaining Data on the Upgrade Selection screen.

This step migrates data and collateral that is not required to be in place in order for LiveCycle ES to run
and accept user requests. For example, audit data used by LiveCycle Policy Server and

Rights Management ES is not required to correctly grant and deny document viewing requests.
Although it is important to migrate this data, it is not necessary to do so prior to making the

LiveCycle ES server available to users. Records and data are available for viewing using LiveCycle
Administration Console as they are migrated.

On the LiveCycle ES Samples Import screen, click Import. When the import has completed successfully,
click Next.

On the Summary page, click Exit.

If you used LiveCycle Configuration Manager to configure and deploy LiveCycle ES, you can now do the
following tasks:

Verify the deployment. (See “Verifying the deployment and accessing LiveCycle Administration
Console” on page 28.)

Access LiveCycle Administration Console. (See “Accessing LiveCycle Administration Console” on
page 28.)

Upgrade the LiveCycle Barcoded Forms workflow scheduler. (See “Upgrading the LiveCycle Barcoded
Forms workflow scheduler” on page 30.)

Upgrading Business Activity Monitoring ES (See “Upgrading to LiveCycle
Business Activity Monitoring ES” on page 31.)

Migrate HSM credentials (for LiveCycle Document Security upgrades). (See “Migrating HSM credentials”
on page 34.)

Configure LiveCycle solution components to access LDAP. (See “Configuring LiveCycle ES to access
LDAP” on page 35.)
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e Configuring the LiveCycle ES Connectors for ECM systems. (See “Configuring the
Connector for EMC Documentum service” on page 36 or “Configuring the Connector for IBM FileNet
service” on page 40

e Set environment variables for PDF Generator ES. (See “Setting environment variables for
PDF Generator ES” on page 43.)

e Update LiveCycle 7.x applications to ensure LiveCycle ES compatibility. (See “Updating client
applications” on page 9.)

e Find out about some updates regarding upgrading from LiveCycle 7.x to LiveCycle ES. (See “Additional
upgrade issues” on page 49.)

e Uninstall LiveCycle ES. (See “Uninstalling LiveCycle ES” on page 45.)




Post-Deployment Activities

This chapter describes how to verify the deployment by accessing LiveCycle Administration Console and
checking the application server log files. It also describes how to get started using LiveCycle ES solution
components and services after they are installed, configured, and deployed to your application server:

e “Verifying the deployment and accessing LiveCycle Administration Console” on page 28

e "“Accessing solution component web applications” on page 32

e "Accessing User Management” on page 32

e “Configuring LiveCycle ES to access LDAP” on page 35

e “Setting environment variables for PDF Generator ES” on page 43

After you configure the settings in this chapter, see Administering LiveCycle ES at
http://www.adobe.com/go/learn_Ic_administration for additional information about configuring your
LiveCycle ES environment for development and production.

You can verify the deployment by logging in to LiveCycle Administration Console. If you can log in,
LiveCycle ES is running on the application server, and the default user has been created in the database.

You can review the application server log files to ensure that components were deployed correctly or to
determine the cause of any deployment issues you may encounter.

LiveCycle Administration Console is the web-based portal for accessing a variety of configuration pages
that let you set run-time properties that control the way LiveCycle ES operates. When you log in to
LiveCycle Administration Console, you can access User Management, Archive Administration, and
administrative configuration options for other services. LiveCycle Administration Console also provides
access to Archive Administration, which administrators use for managing archives and deploying services
to a production environment.

The default user name and password for logging in to LiveCycle Administration Console is administrator
and password. After you log in the first time, access User Management and change the password.

Before you access LiveCycle Administration Console, LiveCycle ES must be deployed and running on your
application server.

For information about using LiveCycle Administration Console, see Archive Administration Help (available
from the Help menu on the LiveCycle Administration Console Home page).

28
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» To access LiveCycle Administration Console:

1. Type the following URL in a web browser:
http:// [host name] : [port]/adminui
The default port number for JBoss is 8080.

Note: Administrative users created in LiveCycle Policy Server 7.x are not migrated to LiveCycle ES during
the upgrade. The super administrator password is reverted to the default value of password if it was
changed in the LiveCycle Policy Server 7.x deployment. All policies created by different
administrators in LiveCycle Policy Server 7.x are placed in the APS7 organizational policy set in
LiveCycle ES. Events associated with LiveCycle 7.x administrators are not searchable by user name,
but the original owner name is displayed.

2. Inthe User Name box, type administrator and, in the Password field box, type password.

3. Afterlogging in, you can click Services to access the service administration pages or Settings to access
the pages on which you can administer settings for different solution components.

Events, such as run-time or startup errors, are recorded to the application server log files. If you have
problems deploying to the application server, you can use the log files to help you find the problem. You
can open the log files using any text editor.

During upgrade, all the information is extracted from the LiveCycle Policy Server database and written to
working files, from which the information is then migrated into the LiveCycle ES database. The files
containing this information remain in the [LiveCycleES root]/configurationManager/working/upgrade
directory after the data migration is complete.

Some of this data is sensitive information, such as passwords and document encryption keys. After you
verify that the upgrade is complete (essential and non-essential data is migrated) and
Rights Management ES is working as expected, you must delete the LiveCycle Policy Server migration files.

In the [LiveCycleES root]/configurationManager/working/upgrade, directory, delete all the files whose
names begin with OrigExported and Intermediate. Approximately 50 files need to be removed. Do not
delete the sharedData file.

Note: This functionality is supported only on the Windows platform.

If you did not choose to install Acrobat 8.1 using the LiveCycle ES installer, you need to complete the
following procedure to set up Acrobat 8.1 for use with PDF Generator ES.
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» To configure Acrobat 8.1 for use with PDF Generator ES:

1. If a previous version (8.0 or earlier) of Acrobat is installed, uninstall it using Add or Remove Programs
in the Windows Control Panel.

N

. Navigate to one of the following folders on the LiveCycle ES installation media:
e additional\acrobat\efg\
e additional\acrobat\jpn\

3. Install Acrobat 8.1 by running the AutoPlay.exe file.
4. Navigate to the additional\scripts folder on the LiveCycle ES installation media.
5. Run the following batch file:

Acrobat for PDFG Configuration.bat [LiveCycleES root]

» To validate the Acrobat 8.1 installation:

1. Navigate to a PDF file on your system and double-click it to open it in Acrobat.

2. If the PDF file opens successfully, Acrobat 8.1 is installed correctly. If the PDF fails to open correctly,
uninstall Acrobat and reinstall it.

Note: Ensure that you dismiss all the Acrobat dialog boxes that are displayed after Acrobat installation is
complete and disable the automatic updates for Acrobat.

Set the environment variable, Acrobat PATH to point to Acrobat.exe (for example, C:\Program
Files\Adobe\Acrobat 8.0\Acrobat\Acrobat.exe).

LiveCycle Rights Management ES requires the application server to be configured to use SSL. For the
configuration instructions, see Administering LiveCycle ES at
help.adobe.com/en_US/livecycle/es/admin_guide.pdf.

The LiveCycle Barcoded Forms workflow scheduler was used to invoke LiveCycle Barcoded Forms 7.x
processes. To continue using Barcoded Forms 7.x processes in LiveCycle ES, you must migrate the
LiveCycle Barcoded Forms workflow scheduler to LiveCycle ES.

LiveCycle Barcoded Forms ES processes are invoked using any of the LiveCycle ES common invocation
methods, such as email, watched folders, API, or web service calls.

When you installed LiveCycle Barcoded Forms 7.2, the installer automatically set the
WF_BARCODEDFORMS_HOME environment variable. This variable must still be in place when you upgrade
to LiveCycle ES.

You can determine the path to the [WF_BARCODEDFORMS_HOME] directory by looking at the
WF_BARCODEDFORMS_HOME environment variable in Windows.
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» To locate the [WF_BARCODEDFORMS_HOME] directory:

1. On the Windows Desktop or in the Start menu, right-click My Computer and select Properties.
2. On the Advanced tab, click Environment Variables.

3. In the System Variable list, locate the WF_BARCODEDFORMS HOME variable. The path to the directory
is included there.

» To migrate the LiveCycle Barcoded Forms workflow scheduler to LiveCycle ES:

1. Go to the [LiveCycleES root]/configurationManager/plugins/upgrade-plugin/collateral directory and
copy the run-workflow-lc7upgradescheduler.bat file to the [WF_BARCODEDFORMS_HOME]/bin
directory, where [WF_BARCODEDFORMS_HOME] is the directory set in the WF_ BARCODEDFORMS_HOME
environment variable.

2. Copy the following files to the [WF_BARCODEDFORMS_HOME]/lib directory.

File Location

jbossall-client.jar [appserver root]/client (where [appserver root] refers to the updated
JBoss Application Server used with LiveCycle ES)

activation.jar [appserver root]/server/all/lib (where [appserver root] refers to the
updated JBoss Application Server used with LiveCycle ES)

mail.jar [appserver root]/server/all/lib (where [appserver root] refers to the
updated JBoss Application Server used with LiveCycle ES)

adobe-usermanager-client.jar [LiveCycleES root]/LiveCycle_ES_SDK/client-libs/common

adobe-pof-client.jar [LiveCycleES root]/configurationManager/plugins/upgrade-plugin/lib

adobe-wkf-client.jar [LiveCycleES root]/configurationManager/plugins/upgrade-plugin/lib

adobe-wkf-util.jar [LiveCycleES root]/configurationManager/plugins/upgrade-plugin/lib

adobe-wkf-qlc.jar [LiveCycleES root]/configurationManager/plugins/upgrade-plugin
/collateral

The run-workflow-Ic7upgradescheduler.bat file should be used as workflow scheduler to execute
LiveCycle 7.x processes in the LiveCycle ES environment.

Upgrading from LiveCycle Business Activity Monitor 7.x to LiveCycle Business Activity Monitoring ES is
performed separately from the main LiveCycle upgrade. You must undeploy and uninstall LiveCycle
Business Activity Monitor 7.x and then configure and deploy BAM Server. The instructions for configuring
and deploying BAM Server are located in the Installing and Deploying LiveCycle ES document for your
application server:

Installing and deploying LiveCycle ES for JBoss at www.adobe.com/go/learn_lIc_installJBoss
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» To undeploy and uninstall Business Activity Monitor 7.x:

1. Stop and undeploy the LiveCycle 7.x version of the BAM Server EAR file from the application server.
2. Delete all the BAM logs and delete all the files from the recovery log directory that have names similar
to the following patterns:
o filestore*.dat
e DEFAULTRECOVERYLOGGER_*
e chkpoint*
o delete the chkpoint* files under [appserver_root]/bin if it exists

3. If you plan to use the same database for the new BAM Server metadata database, drop all the tables
and views from the current BAM Server metadata database.

4. Configure and deploy BAM Server for LiveCycle ES by following all the instructions in the “Manually
Configuring BAM Server for LiveCycle ES” section in the Installing and Deploying LiveCycle ES document
for your application server.

User Management allows administrators to maintain a database of all users and groups, synchronized with
one or more third-party user directories. User Management provides authentication, authorization, and
user management for LiveCycle ES solution components, including Reader Extensions ES, Workspace ES,
Rights Management ES, Process Management ES, and Forms ES.

Note: User roles created in LiveCycle 7.x are migrated to LiveCycle ES, but cannot be modified or deleted.

Passwords in LiveCycle ES must contain at least 8 characters. For user records migrated from LiveCycle 7.x,
LiveCycle ES does not enforce this length while fetching and displaying the user record. However, if you
change a user record and save it, you are prompted to change the password to contain 8 characters or
more.

» To access User Management:

1. Login to LiveCycle Administration Console.
2. On the Home page of LiveCycle Administration Console, click Settings.
3. On the Settings page, click User Management.

Note: For information about configuring users with User Management, click User Management Help in
the upper-right corner of the User Management page.

After LiveCycle ES is deployed, you can access the web applications associated with the following solution
components:

e LiveCycle Reader Extensions ES
e LiveCycle Workspace ES
e LiveCycle Rights Management ES
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After accessing the web applications using the default administrator permissions to ensure that they are
accessible, you can create additional users and roles so that others can log in and use the applications. For
information, see the User Management Help, accessible through the LiveCycle Administration Console.
After you have changed the administrator user name and password, the default values are no longer valid.

You can find out more about how to use these applications by accessing the Help available within each
application.

» To access the Reader Extensions ES web application:

1. Open a web browser and enter this URL:

http://localhost:8080/ReaderExtensions (local deployment using the default port)

2. Login using the default user name and password:
User name: administrator
Password: password

Note: You must have administrator or super user privileges to log in using the default user name and
password. To allow other users to access the Reader Extensions ES web application, you must create

the user accounts in User Management and grant them the Reader Extensions Web Application
role.

» To access Workspace ES:

1. Open a web browser and enter this URL:

http://localhost:8080/workspace (local deployment using the default port)

2. Log in using the default user name and password:
User name: administrator

Password: password

To log in to Rights Management ES end user application, you must be assigned the LiveCycle Rights
Management End User role. All new and existing users are not granted this role by default. You must assign
a user account with the LiveCycle Rights Management End User role in User Management and then log in
to Rights Management ES by using the login information associated with the user that you create.

Note: LiveCycle Policy Server 7.x administrative user accounts that are created in User Management are
not migrated to the LiveCycle ES database during the upgrade.

For information about setting up users and roles for Rights Management ES, see Administering LiveCycle ES
at http://www.adobe.com/go/learn_lc_administration.

The Rights Management ES end-user web application is then accessible from this URL:
http://[server]:[port]/edc/Main.do

The Rights Management ES administration web application is accessible from this URL:

http://[server]:[port]/adminui

Note: You may need to restart the application server if you cannot log in as a user other than administrator.
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When a user adds a principal user to a policy entry in Rights Management ES, by default no principal users
are visible because the My Policies policy set does not include a domain. To add visible users and groups,
you can change the My Policies configuration in the Rights Management ES administration web
application to add a domain. All the users in the added domain(s) are visible and can be added to a user
policy. For information, see “Editing Policy Sets” in Rights Management ES Help at
http://www.adobe.com/go/learn_lc_adminRightsMgmt.

» To assign the LiveCycle Rights Management End User role:

1. Login to LiveCycle Administration Console. (See “Accessing LiveCycle Administration Console” on
page 28.)

2. Click Settings > User Management > Users and Groups.

3. In the Find box, type all.

4. IntheIn list, select Groups, and then click Find.

5. Click All Principals for the required domain(s).

6. On the Role Assignments tab, click Find Roles.

7. Select LiveCycle Rights Management End Users from the list and click OK.
8. Click Save.

If you are using an Hardware Security Module (HSM) device to store credentials for LiveCycle Document
Security 7.x, information about the credentials stored in the device must be migrated to the LiveCycle ES
trust store.

The function of signing documents that was provided by LiveCycle Document Security 7.x is provided in
LiveCycle ES by the Signature service (included in the Digital Signatures ES solution component). The
LiveCycle ES Trust Store stores the various parameters that the Signature service requires for HSM signing,
including options for SHA1 and certificate-based identification of an HSM signing key.

Upgrading LiveCycle Document Security 7.x to Digital Signatures ES includes migrating information from
the trust.xml file, which is not used by LiveCycle ES, to the Trust Store. Migrated data includes file-based
credentials, certificates, and CRLs and preferences information. This process is performed by

LiveCycle Configuration Manager. However, only file-based credentials are migrated, specifically the
“p12record” tag in trust.xml. The HSM reference credentials in the “hsmrecord” tag are not migrated. You
must manually migrate HSM credentials.

For more information about Trust Store and credentials used with Digital Signatures ES, log in to LiveCycle
Administration Console, browse to Settings > Trust Store Management, and click Help.

» To migrate HSM credentials:
1. Login to LiveCycle Administration Console.
2. Click Settings > Trust Store Management > HSM Credentials.

3. Click Add to add a credential to the LiveCycle ES Trust Store. For detailed information, click Help and go
to the “Managing HSM Credentials” section.

4. Add all the HSM credentials that you used with LiveCycle 7.x.
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LiveCycle ES provides a FIPS mode to restrict data protection to Federal Information Processing Standard
(FIPS) 140-2 approved algorithms using the RSA BSAFE Crypto-C 2.1 encryption module.

If you did not enable this option with LiveCycle Configuration Manager during the LiveCycle ES
configuration or if you enable it but want to turn it off, you can change this setting through the LiveCycle
Administration Console.

Modifying FIPS mode requires you to restart the server.

FIPS mode does not support Acrobat versions earlier than 7.0. If FIPS mode is enabled and the processes
Encrypt With Password and Remove Password include the Acrobat setting Acrobat 5, the process fails.

In general, when FIPS is enabled, the Assembler service will not apply password encryption to any
document. If this is attempted, a FIPSModeException is thrown indicating that “Password encryption is
not permitted in FIPS mode.” Additionally, thePDFsFromBookmarks element is not supported in FIPS
mode when the base document is password-encrypted.

» To turn FIPS mode on or off:
1. Login to the LiveCycle Administration Console.
2. Browse to Settings > Core System > Core Configurations > Configurations.
3. Select the Enable FIPS option to enable FIPS mode or deselect it to disable FIPS mode.
4. Click OK.
5. Restart the application server.

Note: LiveCycle software does not validate code to ensure FIPS compatibility. It provides a FIPS operation
mode so that FIPS-approved algorithms are used for cryptographic services from the FIPS-approved
libraries (RSA).

If you configured LDAP for LiveCycle 7.x products, those settings are migrated during the upgrade process,
and you do not need to perform the steps in this section. If you did not previously configure LDAP, you can
use the following procedure as a guideline when configuring User Management to support authentication
using LDAP.

» To configure User Management with LDAP:

1. Open a web browser, navigateto http:// [host name] : [port]/adminui and log in. (See
“Accessing LiveCycle Administration Console” on page 28.)

2. Click Settings > User Management > Domain Management and click New Enterprise Domain or
New Local Domain.

3. Inthe ID box, type a unique identifier for the domain.

4. In the Name box, type a descriptive name for the domain.
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5. Click Add Authentication and, in the Authentication Provider list, select LDAP.
6. Click OK.
7. Click Add Directory.

10.

11.

12.

Under Populate Page With, select a directory settings option such as Default Sun ONE values.

Specify values in the Server, Port, SSL, and Binding boxes as required. For details on the settings, see
“Directory settings” in User Management Help.

Configure the user settings and group settings as required. For details on the settings, see “Directory
settings” in User Management Help.

(Optional) Test your configuration:

o Click Test.

e On the Test Directory pane, in the Find box, enter an object name and, in the using box, select the
object’s type, such as Login ID.

o Click Test. If successful, your object’s details are displayed, and then click Back.

Click OK to exit the Add Directory page, and click OK again to exit.

To use the HTML digital signature feature of LiveCycle Forms ES, you must complete the following
procedure.

» To enable HTML digital signature:

1.

2.

Manually deploy the [LivecycleES root]/deploy/adobe-forms-ds.ear file to your application server.
Log in to LiveCycle Administration Console.
Click Services > LiveCycle Forms ES.

Select HTML Digital Signature Enabled.

If you installed the Connector for EMC Documentum service as part of your LiveCycle ES solution,
complete the following procedure to configure the service to connect to the Documentum repository.

» To configure Connector for EMC Documentum:

1.

Locate the adobe - component -ext .properties file in the [JBOSS HOME]/bin folder. If the file does
not exist, you must create it. Add a new system property that provides the location of the Documentum
Content Server config folder and the following Documentum Foundation Classes JAR files:

o dfcjar

o dfcbase.jar
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The new system property should take this form:
[component id] [component version].ext=[JAR files and/or folders]

For example, using default Content Server and Documentum Foundation Classes installations, you add
the following system property on a new line, with no line breaks, and end the line with a carriage
return, to the file:

com.adobe.livecycle.ConnectorforEMCDocumentum 8.0.3174.1.156395.1.ext
=C:/Documentum/Config, C: /Program Files/Documentum/Shared/dfc.jar,
C:/Program Files/Documentum/Shared/dfcbase.jar

You can determine the version of the component by logging in to the LiveCycle Administration
Console and navigating to Services > Archive Administration > Service Management, and then
searching for the component. The version number is listed in the Component Version column.

2. If JBoss Application Server is not currently running, start the server. Otherwise, stop and then restart
the server.
3. Open a web browser and enter this URL:

http://localhost:8080/adminui (local deployment using the default port)

4. Login using the default user name and password:
User name: administrator

Password: password
5. Navigate to Services > LiveCycle ES Connector for EMC Documentum > Configuration Settings.

6. Type all of the required Documentum repository information. To use Documentum as your repository
provider, in the Repository Service Provider Information area, select EMC Documentum Repository
Provider, and then click Save. For more information about the Documentum repository information,
see Documentum Administration Help at www.adobe.com/go/learn_lc_adminDocumentum.

7. (Optional) Navigate to Repository Credentials Settings, click Add, specify the Docbase information,
and then click Save. For more information about the Documentum repository information, see
Documentum Administration Help at www.adobe.com/go/learn_lc_adminDocumentum.

8. Navigate to Services > Archive Administration > Service Management, select the following services,
and then click Start:

o EMCDocumentumAuthProviderService
o EMCDocumentumContentRepositoryConnector
e EMCDocumentumRepositoryProvider

If any of the services do not start correctly, check the settings entered in step 6.

9. Do one of the following tasks:

e To use the Documentum Authorization service (EMCDocumentumAuthProviderService) to display
content from a Documentum repository in the Resources view of Workbench ES, continue with this
procedure. Using the Documentum Authorization service overrides the default LiveCycle ES
authorization and must be configured to log in to Workbench ES using Documentum credentials.

e To use the LiveCycle ES repository, log in to Workbench ES using the LiveCycle ES super
administrator credentials (by default, Administrator and password). You have now completed the
required steps for this procedure. The credentials provided in step 6 are used for accessing the
default repository in this case and use the default LiveCycle ES authorization service.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Restart JBoss Application Server.

Log in to the LiveCycle Administration Console, navigate to Settings > User Management > Domain
Management, and click New Enterprise Domain.

Type a domain ID and name. The domain ID is the unique identifier for the domain. The name is a
descriptive name for the domain.

Add a custom authentication provider:

e Click Add Authentication.

e In the Authentication Provider list, select Custom, and select EMCDocumentumAuthProvider.
e Click OK.

Add an LDAP authentication provider:

e Click Add Authentication.

e Inthe Authentication Provider list, select LDAP.
o Click OK.

Add an LDAP directory:
e Click Add Directory.
e Inthe Profile Name box, type a unique name, and then click Next.

e Specify values for the Server, Port, SSL, Binding, and Populate page with options. If you select
User for the Binding option, you must also specify values for the Name and Password fields.
(Optional) Select Retrieve Base DN to retrieve base domain names, as required. When finished,
click Next.

For details about the settings, see User Management Help at
www.adobe.com/go/learn_Ic_adminUM.

e Configure the user settings, click Next, configure group settings, as required, and then click Next.

For details about the settings, see User Management Help at
www.adobe.com/go/learn_Ic_adminUM.

Click OK to exit the Add Directory page, and click OK again.

Select the new enterprise domain and click Sync Now. Depending on the number of users and groups
in your LDAP network and the speed on your connection, the synchronization process may take several
minutes.

To verify the status of the synchronization, click Refresh and view the status in the Current Sync State
column.

Click Settings > User Management > Users and Groups.

Search for users that were synchronized from LDAP. Select one or more users, click Assign Role, select
one or more LiveCycle ES roles, and then click OK. Click OK a second time to confirm the role
assignment. Repeat this step for all users you assign roles to. For more information about assigning
LiveCycle ES roles, see User Management Help at www.adobe.com/go/learn_Ic_adminUM.
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20. Start Workbench ES and log in using the following credentials:
Username: [username]@[repository_name]
Password: [password]

The Documentum repository should now be visible in the Resources view within Workbench ES. If you
do not log in using the username@repository name, Workbench ES attempts to log in to the default
repository specified in step 6.

After you configure your Connector for EMC Documentum service, you should see Administering
LiveCycle ES at www.adobe.com/go/learn_lc_administration for information on correctly configuring
Workbench ES functions properly with your Documentum repository.

Before users can store and retrieve XDP files from a Documentum repository, you must do one of these
tasks:

e Create a corresponding XDP format in each repository where users will access XDP files.

e Configure the Connector for EMC Documentum service to use a Documentum Administrator account
when accessing the Documentum repository. In this case, the XDP format is created by the
Connector for EMC Documentum service whenever it is required.

» To create the XDP format on Documentum Content Server using Documentum Administrator:
1. Log in to Documentum Administrator.
2. Click Formats.

3. Select File > New > Format.

N

. Type the following information into the corresponding fields:
Name: xdp
Default File Extension: xdp

Mime Type: application/xdp
5. Repeat steps 1 - 4 for all other Documentum repositories where users will store XDP files.

» To configure the Connector for EMC Documentum service to use a Documentum Administrator:

1. Open a web browser and enter this URL:

http://localhost:8080/adminui (local deployment using the default port)

2. Login using the default user name and password:
User name: administrator

Password: password

3. Click Services > LiveCycle ES Connector for EMC Documentum > Configuration Settings.
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4. Inthe Documentum Principal Credentials Information area, update the following information and then
click Save:

User Name: [Documentum Administrator user namej

Password: [Documentum Administrator password]

5. Click Repository Credentials Settings.

6. Select a repository from the list or, if none exist, click Add.

7. Type the following information:

Repository Name: [Repository Name]
Repository Credentials User Name: [Documentum Administrator user name]

Repository Credentials Password: [Documentum Administrator password]

8. Click Save.

9. Repeat steps 7 - 9 for all repositories where users will store XDP files.

If you installed the Connector for IBM FileNet service as part of your LiveCycle ES solution, complete the
following procedure to configure the service to connect to the FileNet object store.

» To configure Connector for IBM FileNet:

1. Locate the adobe-component -ext .properties file in the [JBOSS HOME]/bin folder. If the file does
not exist, you must create it. Add a new system property that provides the location of the following
Application Engine JAR files:

activation.jar
javaapi.jar
log4j-1.2.8 jar
mailapi.jar
p8cjares.jar
soap.jar
xercesimpl.jar

xml-apis.jar

The new system property should take this form:

[component id] [component version].ext=[JAR files and/or folders]
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For example, using a default Application Engine installation, add the following system property on a
new line, with no line breaks, and end the line with a carriage return, to the file:

com.adobe.livecycle.ConnectorforIBMFileNet 8.0.3174.1.156395.1.ext=
:/Program Files/FileNet/lib2/activation.jar,

:/Program Files/FileNet/lib2/javaapi.jar,

:/Program Files/FileNet/lib2/log4j-1.2.8.jar,

:/Program Files/FileNet/lib2/mailapi.jar,

:/Program Files/FileNet/lib2/p8cjares.jar,

:/Program Files/FileNet/lib2/soap.jar,

:/Program Files/FileNet/lib2/xercesImpl.jar,

:/Program Files/FileNet/lib2/xml-apis.jar

cHoNONONONONONS!

You can determine the version of the component by logging in to LiveCycle Administration Console
and navigating to Services > Archive Administration > Service Management, and then searching
for the component. The version number is listed in the Component Version column.

2. If JBoss Application Server is not currently running, start the server. Otherwise, stop and then restart
the server.
3. Open a web browser and enter this URL:

http://localhost:8080/adminui (local deployment using the default port)

4. Login using the default user name and password:
User name: administrator

Password: password
5. Navigate to Services > LiveCycle ES Connector for IBM FileNet > Configuration Settings.

6. Type all of the required FileNet repository information and, in the Repository Service Provider
Information area, select IBM FileNet Repository Provider, and then click Save. For more information
about the FileNet repository information, see FileNet Administration Help at
http://www.adobe.com/go/learn_lc_adminFileNet.

Note: The credentials you provide during this step are validated when the IBM FileNet repository
services are started in the next step. If the credentials are invalid, an error is thrown and the
services will fail to start.

7. Navigate to Services > Archive Administration > Service Management, click the following services,
and then click Start:
e IBMFileNetAuthProviderService
e IBMFileNetContentRepositoryConnector
o IBMFileNetRepositoryProvider

If any of the services do not start correctly, check the settings entered in step 6.
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8.

10.

11.

12.

13.

14.

15.

16.

Do one of the following tasks:

e To use the FileNet Authorization service (IBMFileNetAuthProviderService) to display content from a
FileNet object store in the Resources view of Workbench ES, continue with this procedure. Using the
FileNet Authorization service overrides the default LiveCycle ES authorization and must be
configured to log in to Workbench ES using FileNet credentials.

e To use the LiveCycle ES repository, log in to Workbench ES using the LiveCycle ES super
administrator credentials (by default, Administrator and password). You have now completed
the required steps for this procedure. The credentials provided in step 6 use the default LiveCycle ES
authorization service for accessing the default repository in this case.

Restart JBoss Application Server.

Log in to the LiveCycle Administration Console, navigate to Settings > User Management > Domain
Management, and click New Enterprise Domain.

Type a domain ID and name. The domain ID is the unique identifier for the domain. The name is a
descriptive name for the domain.

Add a custom authentication provider:

e Click Add Authentication.

e Inthe Authentication Provider list, select Custom, and select IBMFileNetAuthProviderService.
e Click OK.

Add an LDAP authentication provider:

o Click Add Authentication.

e Inthe Authentication Provider list, select LDAP.
e Click OK.

Add an LDAP directory:
e Click Add Directory.
e Inthe Profile Name box, type a unique name, and then click Next.

e Specify values for the Server, Port, SSL, Binding, and Populate page with options. If you select User
for the Binding option, you must also specify values for the Name and Password fields. (Optional)
Select Retrieve Base DN to retrieve base domain names, as required. When finished, click Next.

For details about the settings, see User Management Help at
http://www.adobe.com/go/learn_lc_adminUM.

e Configure the user settings, click Next, configure group settings, as required, and then click Next.

For details about the settings, see User Management Help at
http://www.adobe.com/go/learn_lc_adminUM.

Click OK to exit the Add Directory page, and click OK again.

Select the new enterprise domain and click Sync Now. Depending on the number of users and groups
in your LDAP network and the speed on your connection, the synchronization process may take several
minutes.

To verify the status of the synchronization, click Refresh and view the status in the Current Sync State
column.
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17. Click Settings > User Management > Users and Groups.

18. Search for users that were synchronized from LDAP. Select one or more users, click Assign Role, select
one or more LiveCycle ES roles, and then click OK. Click OK a second time to confirm the role
assignment. Repeat this step for all users you want to assign roles to. For more information about
assigning LiveCycle ES roles, see User Management Help at
http://www.adobe.com/go/learn_lc_adminUM.

19. Start Workbench ES and log in using the following credentials:
Username: [username]@[repository_name]
Password: [password]

The FileNet object store should now be visible in the Resources view within Workbench ES. If you do
not log in using the username@repository name, Workbench ES attempts to log in to the default
repository specified in step 6.

After you configure your Connector for IBM FileNet service, you should see Administering LiveCycle ES at
www.adobe.com/go/learn_lc_administration for information on correctly configuring Workbench ES
functions properly with your FileNet repository.

You must set the Adobe PDF Printer as the default printer on the server. If the Adobe PDF Printer is not set
as the default, PDF Generator ES cannot convert files successfully.

» To set the default printer:

1. Click Start > Printers and Faxes.

2. Inthe Printers and Faxes window, right-click Adobe PDF and select Set as Default Printer.

You must manually set the environment variables if you installed the PDF Generator ES solution
component and configured it to convert native application files (such as Microsoft Office documents) to
PDF. You must set the following environment variables:

e Acrobat_ PATH

e Notepad_ PATH

e Photoshop PATH

e WordPerfect PATH
e PageMaker PATH

e FrameMaker PATH
e OpenOffice PATH

The OpenOffice PATH variable must be set to the path to the folder where the OpenOffice executable is
located (for example, C:\Program Files\OpenOffice.org 2.2).

All other PATH variables must be set to point to the executable associated with the application (for
example, C:\Program Files\Adobe\FrameMaker7.2\FrameMaker.exe or C:\Program Files\Adobe\Acrobat
8.0\Acrobat\Acrobat.exe).
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» To set the PATH variables on Windows:
1. Click Start and then right-click My Computer and click Properties.
2. In the System Properties dialog box, click the Advanced tab and click Environment Variables.

3. In the Environment Variables dialog box, click New and enter the following information:
Variable name: Acrobat_PATH
Variable value: C:\Program Files\Adobe\Acrobat 8.0\Acrobat\Acrobat.exe

4. Perform these steps for each variable in the list above (for the applications that you installed).

» To set the PATH variables on Linux (OpenOffice only):

e Type the following command:

export OpenOffice PATH /opt/openoffice.org2

To avoid java.io.lOException error messages indicating that not enough disk space is available to perform
PDF conversions using a watched folder, you can modify the settings for PDF Generator ES in LiveCycle
Administration Console.

» To set performance parameters for PDF Generator ES:

1. Login to LiveCycle Administration Console and click Services > Archive Administration > Service
Management.

2. Click Configure PDFGConfigService and then set the following values:
PDFG Cleanup Scan Seconds: 30 min

Job Expiration Seconds: 100 min

When HTML files are converted to PDF using PDF Generator ES, some East Asian languages, such as
Japanese, Korean, and Chinese, as well as left-to-right languages such as Arabic, Armenian, Georgian,
Hebrew, Indic, Thai, and Vietnamese, may not be displayed in the PDF file.

To display these languages, appropriate fonts must be present on the client and server.

» To verify that East Asian characters are displayed in Windows:

1. Click Start > Control Panel > Regional and Language Options.
2. On the Languages tab, select Install Files for East Asian Languages.
3. On the Advanced tab, under Code Page Conversion Tables, select all the options.

If converted PDF files still have fonts missing, verify that the Arial Unicode MS (TrueType) font
(ARIALUNLTTF) is present in the CAWINDOWS\Fonts directory.
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After upgrading to LiveCycle ES from LiveCycle 7.x, you must create an email endpoint if you used email
notifications with attachments in LiveCycle 7.x and want to ensure that users can continue to submit tasks
by email. The email endpoint is created for the CompleteTask service.

» To add an endpoint to the CompleteTask service:

1. Login to LiveCycle Administration Console and click Services > Archive Administration > Service
Management.

2. Click the CompleteTask service in the list of services.
3. Click the End Points tab, select Email from the list, and then click Add.
4. Set the options on the Add Email Endpoint screen, and then click Add.

For more information about the attributes you can set for an Email endpoint, see the section “Endpoint
attributes” in the Archive Administration Help.

The uninstall program in the [LivecycleES root] directory does not remove any files that you deployed to
your application server. You must manually undeploy these applications.

Caution: By running the uninstall program, all of the contents within the product installation directory are
subject to removal without further warning. Before you proceed, back up any data you do not
want to lose.

» To remove the files from your computer:

1. Navigate to the [LivecycleES root]/_uninst/server directory and start the uninstall program:

e (Windows) Double-click the livecycle8_uninstall.exe file. Alternatively, you can use the Add or
Remove Programs function in the Control Panel.

e (Linux) From a command prompt, type ./1ivecycle8 uninstall.sh

2. Follow the on-screen instructions in the uninstall program and then click Finish.



Troubleshooting

This section discusses possible issues you may encounter when installing and deploying LiveCycle ES, and
some suggested steps for avoiding them or working around them.

This section describes the steps you should take before you contact Adobe Support. If, after reviewing the
LiveCycle ES documentation, you have not resolved your issues, contact Adobe Support. To help expedite
your service, have the following information available:

e What were you doing when the problem occurred?
e Can you repeat the problem?
e Did you see any error message when the problem occurred? Did you see anything else?

e If you disable the Show friendly HTTP error messages’ options in Internet Explorer (Tools > Internet
Options > Advanced), do the errors persist?

If you are having problems installing, configuring, or deploying LiveCycle ES, ensure that you have
carefully followed the instructions in these LiveCycle ES documents:

e Preparing to Upgrade to LiveCycle ES at http://www.adobe.com/go/learn_Ic_upgradePreparation

e Upgrading to LiveCycle ES for your application server (this document)

e Administering LiveCycle ES at http://www.adobe.com/go/learn_Ic_administration

If you have installed and configured everything according to the documentation, review the following
sections for issues similar to those you are encountering.

Check the following application server settings before you contact Adobe Support:
Initial heap size: 512 Mb
Maximum heap size: 1024 Mb
Prepared statement cache: 100
Database connection pool maximum: 50
Topics and queues connection factories:
e Session pool maximum connections: 30

o Connection pool maximum connections: 30

46
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If you are having problems initializing the LiveCycle ES server, consider the following possibilities:

e Database instances must contain only alphanumeric characters in their names.

e (Linux) Database instances must not exceed the platform-specific threshold of 8 characters.

e For upgrading to LiveCycle ES, a default schema is associated with each database user. When
LiveCycle ES initializes using a database user, the data is populated in the default schema of the user.
During upgrade, you must use same user that was used for LiveCycle 7.x. This applies to Oracle, DB2,
and SQL Server.

If the initialization fails at the beginning of the process, verify that the following tasks are done:

e (Non-turnkey install) The LiveCycle ES database is created and the user has full access rights to it.

e The database server is accessible when you ping it.

e The database is empty; that is, it has no tables, sequences, views, or index tables.

e The JNDI name for IDP_DS is created.

If initialization fails while writing to the Registry, check the application server logs for errors that pertain to
the queues and topics. If errors exist, verify that the queues and topics are configured properly.

If you navigate to the Services page in LiveCycle Administration Console and the page appears blank,
perform this workaround to ensure that the page is displayed correctly.

e Start JBoss manually (not using the Windows service) using this command:
run -b localhost -c all

e Add an entry to the Windows hosts file located in the C:\windows\system32\drivers\etc\hosts
directory; add the IP address and host name of the LiveCycle ES server.

By default, the LCM log file is located in [LiveCycleES rootjconfigurationManger\log and will be named
Icm.0.log (or a similar name). The log files are useful for LiveCycle Configuration Manager failure analysis
and may be required when dealing with Adobe Enterprise Support.

By default, the JBoss log file is located in [LiveCycleES root]jboss\server\all\log and will be named boot.log
and server.log. The log file is useful for JBoss and LiveCycle ES deployment and bootstrapping failure
analysis, and may be required when dealing with Adobe Enterprise Support.
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This section contains a list of error messages and description that are specific to LiveCycle ES.

If you see this error message, check whether any of these problems exist:
e The class path setting is invalid or missing.
e The JARfileis obsolete.

e A compilation problem exists in the class.

If you see this error message and if the symptom is an exception stack trace showing the following line of
code, check whether the expected name is spelled incorrectly. If the name in incorrect, you must fix the code:

javax.naming.NameNotFoundException: jdbc/<badName>

» To correct the most common JNDI exceptions:

1. Check the JNDI tree on the LiveCycle ES application server to determine whether the name used
appears in the tree:

o Ifyes, itis most likely that your code has not properly set up the InitialContext object being
used for the look-up, and the look-up is being done on a JNDI tree that is not the one that the
resource is listed in. Refer to the property values to use in the Installing and Deploying document for
your application server.

e If no, continue to step 2.
2. Check whether the resource appears in the JNDI tree under a name other than that listed in the
look-up:
e If yes, you are using the incorrect look-up name; you must provide the correct name.
e If no, continue to step 3.
3. Review the application server logs during startup. If the application server is configured to make this

resource available but something is not working properly, an exception will be shown here. Verify
whether an exception is shown:

o If yes, review the exception and stack trace. If the NameNotFoundException is a symptom of
another problem based on your investigation of the server logs, move on to the troubleshooting
steps for that problem.

e Iftheresource is not listed in the JNDI tree, and there is no exception at startup to explain why it is
not available, continue to step 4. The most probable issue is that the application server is not
configured properly to make that resource available.

4. Review the application server configuration to find out whether it is configured to make this resource
available:

e If no, see Preparing to Upgrade to LiveCycle ES at
http://www.adobe.com/go/learn_lc_upgradePreparation.

o If yes, this problem is not one of the common ones that cause this issue. Contact Adobe Support.
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When you initialize the LiveCycle ES database after it has already been initialized, exceptions may be
thrown, indicating that the POF schema has not been initialized. You can ignore this error.

If a computer crashes unexpectedly while migrating essential data (policies and database information) or
non-essential data (such as audit events) and a reboot is required, the upgrade process will fail until several
corrupted files are deleted. When the upgrade is run again, LiveCycle Configuration Manager quits when
you begin the data migration and displays the following message:

java.ilo.StreamCorruptedException: invalid stream header
To avoid this problem, delete all files in C:\Adobe\LiveCycle8\configurationManager\working\upgrade

with a file name that starts with Intermediate or OrigExported. For example, the following files should be
deleted, and there will likely be more:

e Intermediate_NonCrit_APS_Audit.data

e Intermediate_NonCrit_APS_Audit.index

e Intermediate_NonCrit_APS_Audit.metadata
e OrigExported_NonCrit_APS_Audit.data

e OrigExported_NonCrit_APS_Audit.index

e OrigExported_NonCrit_APS_Audit.metadata

There are some issues to be aware of when you have upgraded from LiveCycle 7.x to LiveCycle ES.

If you are running PDF Generator ES, the default printer on the LiveCycle ES server must be set to Adobe
Printer. (This printer is installed when you install Acrobat.) If you connect remotely to the LiveCycle ES
server using the Remote Desktop Connection in Windows, the default printer setting may be changed to
the setting on the remote client. This causes native format conversions to fail. To ensure that the required
printer setting is maintained when you connect remotely to LiveCycle ES running PDF Generator ES, you
can deselect the Printers option on the Local Resources tab in the Windows Remote Desktop Connection
utility.

» To ensure LiveCycle ES server printer setting is used when connecting from a remote computer:

1. In the Remote Desktop Connection window (Start > All Programs > Accessories > Communications
> Remote Desktop Connection), click Local Resources. (If tabs do not appear on the window, click
Options.)

2. Deselect Printers and click Connect.
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The APSProxy configuration settings described in LiveCycle Document Security 7.x documentation are no
longer required in LiveCycle ES. Running separate instances of LiveCycle Document Security and LiveCycle
Policy Server is no longer supported because these programs have been replaced by the

Digital Signatures ES and Rights Management ES solution components within a service-oriented
architecture.

Default form settings are restored when upgrading from LiveCycle Forms 7.x without
User Management and Administrator

When you upgrade from LiveCycle Forms 7.x (installed without User Management and Administrator), any
forms settings you customized in the forms administration interface are lost, and the default form settings
are restored. This occurs because these settings are not stored in a database. You must reset form settings
using LiveCycle Administration Console.

Forms created with LiveCycle Designer 7.1 do not render in PDF mode with LiveCycle 7.0

Forms created with Designer 7.1 or later will not render in PDF mode with LiveCycle 7.0 because of
differences in the render cache text. The message “Encoding 184 is not supported” is displayed. However,
if this error occurs, you can disable the use of render cache in the XCl file.

<renderCache>
<enable>0</enable>
</rendercache>

Difference in PDF version of output files generated by LiveCycle Forms 7.2 and Forms ES for
LiveCycle Designer 8.0 created files

When LiveCycle Forms 7.2 rendered documents, it used PDF version 1.6 for PDF forms and 1.5 for PDF
documents. When these documents are rendered using LiveCycle ES, the PDF version is PDF 1.7 for PDF
forms and PDF 1.5 for PDF documents.

Minor changes in calendar and digital signatures displayed when forms are rendered in HTML

When forms are rendered in HTML, some differences occur from LiveCycle 7.x to LiveCycle ES in the areas
of Calendar Control and Digital Signatures for HTML.

If a form includes the date-time field, a calendar is now displayed next to the date/time field. If a form has a
signature field, an option is now available to sign the form in HTML.

The PrintlVS.ear file is not compatible in LiveCycle ES

The PrintlVS.ear file from LiveCycle Print 7.x should not be deployed on the LiveCycle ES servers.

Field MDP in forms created in Acrobat or LiveCycle Designer are not supported in LiveCycle ES.
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When you are upgrading LiveCycle Form Manager to LiveCycle Workspace ES (part of LiveCycle
Process Management ES), deadlines and reminders that are set to be sent during the upgrade process do
not execute.

Any deadline or reminder that is set to be sent at a time that coincides with the server down time that
occurs during the upgrade process (that is, when the LiveCycle 7.x server has been stopped but
LiveCycle ES is not yet up and running) are lost and never sent. When the upgrade is complete (LiveCycle
7.x data has been migrated to LiveCycle ES) and the LiveCycle ES server is up and running, deadlines and
reminders function as expected.
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