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For the best experience, open this PDF portfolio in
Acrobat 9 or Adobe Reader 9, or later.

Get Adobe Reader Now!



http://www.adobe.com/go/reader


Adobe Acrobat 9 Getting Started takes advantage of PDF Portfolios to deliver tutorials, sample
files, and videos that help you get up to speed with Acrobat 9 features.

Navigating the PDF Portfolio

You can return to the home screen of the PDF Portfolio at any time by clicking the Home
button in the PDF Portfolio toolbar. As you open folders, click any link in the breadcrumbs to
return to that place in the PDF Portfolio.

Click a link in the breadcrumbs to jump to the home page or a folder.

Working with sample files
You can work through the tutorials with your own files, or you can use the sample files
included in this PDF Portfolio.

To use the sample files:
1. Select the Sample Files folder in the PDF Portfolio.
2. Choose File > Save File from Portfolio.
3. Asyou work through a tutorial, open the appropriate sample file from your hard
drive.

Viewing tutorials

It may be challenging to read a tutorial file in the PDF Portfolio, open in Acrobat, while you're
working through the steps in Acrobat. You may find it easier to print the tutorial before
working through it. Or, you may want to resize the application windows to display the tutorial
and the document you're working in at the same time.

Resizing the application windows.






Password-protecting a PDF document

You can control who can open, edit, print, or copy information from your PDF document. Adobe® Acrobat® offers two
forms of password protection: a Document Open password restricts who can open the document, and a Permissions
password restricts who can change the permissions, which include the ability to print, edit, or copy data. You can add
password protection to any PDF document that you have the right to edit, but it’s a good idea to keep a back-up copy
of the document that isn’t password-protected, just in case you lose the password.

1 Choose to encrypt the document with a password.

Open the PDF document you want to protect, and then choose Advanced > Security > Encrypt With Password.

;‘} Security

0 1 Encrypt with Certificate
Security Settings... % 2 Encrypt with Password

Choose Advanced > Security > Encrypt with Password to start the process.

Click Yes when you’re asked whether you want to change the security settings for the document. Acrobat opens the
Password Security — Settings dialog box.

2 Select a compatibility level.

The encryption level and key size are specific to the version of Acrobat, so if you want recipients with an earlier version
of Acrobat to be able to use the password, select a compatibility level that will work for them.

3 Select which components you want to encrypt.

If you encrypt all contents in the document, the metadata (information about the file, such as keywords) won't be
available to search engines.

Password Security - Settings E|

Compatibility: | Acrobat 7.0 and later A
Encryption Level: 125-bit AES
Select Document Components ko Encrypt
(&) Encrypt all document contents
() Encrypt all document contents except metadata (Acrobat 6 and later compatible)
() Encrypt only file attachments {Acrobat 7 and later compatible)

_!, All contents of the document will be encrypted and search engines will not be able ko access the document's metadata,

Decide which components to encrypt.

4 Enter a password.

Select the type of password to add: a Document Open password, Permission password, or both. Then type the password
in the corresponding field.

If you enter a Permissions password, set the permissions. You can specify whether a file can be printed in high
resolution, low resolution, or not at all. You can also select which changes are allowed, including manipulating pages,
filling in form fields, commenting, or signing documents. Select whether to allow copying and whether to permit text
access for screen reader devices, as well. Click OK to close the dialog box.





Require a password to open the document

Document Open Password: photobob

j,' This password will be required to open the document.
Permissions

Restrict editing and printing of the document. & password will be required in order ko change these permission settings.

Change Permissions Password:
Printing Allowed: | None v
Changes Allowed: | None v

[]Enable copying of text, images, and other content

Erable text access For screen reader devices For the visually impaired

5] (o

Enter the appropriate password.

5 Confirm the password.
Retype each password when you're prompted to confirm it, and click OK.
6 Save the document.

To save the security settings, save the document. Choose File > Save As and give the document a new name if you want
to preserve the unsecured version of the original.

If you added a Document Open password, you'll need to enter it the next time you open the document. If you added a
Permissions password, you’ll need to use it if you want to change permissions. To change permissions, choose
Advanced > Security > Show Security Properties, and then click Change Settings.

® Copyright © 2008 Adobe Systems Incorporated. All rights reserved.
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Signing a document electronically

Like a handwritten signature, a digital signature is uniquely yours, and Adobe® Acrobat® includes the features you need
to keep it secure. Unlike traditional signatures, digital signatures can contain additional information, such as the date
and time of signature and the reason for signing. Just as you developed your own signature style early in life, you can
add your own flair to your signature appearance, as well!

You can use the sample file (Security_sample.pdf) included with this tutorial. For help using sample files, see Getting
Started Help in the Tutorials folder.

1 Obtain a digital ID.

If you don't already have a digital ID, create a self-signed digital ID in Acrobat. A self-signed digital ID includes an
encrypted private key for signing or decrypting documents and a public key in a certificate used to validate signatures
and encrypt documents.

To create a self-signed digital ID, choose Advanced > Security Settings in Acrobat. Select Digital IDs on the left, and
then click the Add ID button in the toolbar. Select A New Digital ID I Want To Create Now, and continue through the
wizard.

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature. Add or create a digital ID
using:

() My existing digital ID from:
A file
A roaming digital ID stored on a server

A device connected to this computer

® A new digital ID | want to create now

Create a new digital ID.

Note: In Windows, select where youd like to store your digital ID, and click Next.

Type the personal information for your digital ID, including your name. When you certify or sign a document, the
name appears in the Signatures panel and in the signature field. Name your digital ID and create a password for it that
contains at least six characters, with no punctuation marks or special characters. Click Finish. Before you forget, make
a backup copy of your digital ID file, in case the original is lost or damaged.





Add Digital ID

Enter vour identity information to be used when generating the self-signed certificate.

Mame {e.q. John Smith): W
Organizational Unit: r—
Organization Mame: W

Email Address: ﬁm

Country/Region: | US - UMITED STATES ~ |

[C]Enable Unicode Suppart

Kevy Algorithmm: | 1024-bit RSA v|

Use digital ID for: | Digital Signatures and Data Encryption L |

[ < Back ][ Mext =

Enter your identify information for the digital ID.

2 Create an appearance for your digital signature.

Your digital signature can be simple or complex. It can look like a handwritten signature or a typed name. It can contain
a company logo, include the date and time you signed, and state a reason for signing. You can create multiple signature
appearances for different uses; select one each time you sign a document. If you want to include an image of your
signature, scan your signature and save it as a PDF file.

To create an appearance, choose Edit > Preferences (Windows) or Acrobat > Preferences (Mac OS). Select Security on
the left, and then click New in the Digital Signatures section. Give the signature appearance a short, descriptive title that
you'll recognize when you're signing a document. Select options, including whether you want to include an imported
graphic, such as a scanned signature. As you make changes, the preview window shows you how your signature will
look. Click OK when you're satisfied.





Preferences

Categories:

Digital Signatures
3D & Mulkimedia

3D Capture Werify signatures when the document is opened Advanced Preferences...

Accessibility
Acrobat.com
Batch Processing Appearance

Catalog Graphical T
Color Management Mo Graphic
Convert From PDF
Convert To PDF
Farms

Identity
International
Internet
JavaScripk
Measuring (207
Measuring {307

Measuring {Geo)
Multiredia (leqacy) [[JLoad security settings from a server

1>

[ view dacuments in preview document mode when signing

(=falls

Duplicate

Security Settings

Multimedia Trust {legacy)
Mew Document

Server Setkings

Reading URL: |
Reviewing ) i
Search Settings must be signed by:

Wieek Tankh Update Mow

Security (Enhanced)
Spelling

TouchUp

Tracker

Trusk Manager
Units & Guides

£

Ok ] [ Cancel

Preview Document mode protects you from hidden elements.

If you selected Reason or Location, click Advanced Preferences, and, in the Creation pane, select Show Reasons When
Signing or Show Location And Contact Information When Signing, respectively.





X

Configure Signature Appearance

Title:

Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2008.04.29 10:10:49 -07'00'

Configure Graphic
Show: () Mo graphic Irnport Graphic From:
() Imported graphic

(@] E

Configure Text
Show: Mame Location Distinguished name Logo
Date Reason Labels

Texk Properties

Text Direction:  (®) Auto (ODLefttoright () Right ko left

Digits: | 0123456759

[ Ok ] [ Cancel

Customize your signature appearance.

3 Review the document carefully.

Before you sign any document, physically or electronically, make sure you know exactly what you are signing and where
all the signature fields are. Because dynamic content might alter the appearance of the PDF document and mislead you,
it’s a good idea to view the document in Preview Document mode before signing. To use Preview Document mode,
open the Preferences dialog box and select Security on the left; then, select View Documents In Preview Document
Mode When Signing.

Digital Signatures

Werify signatures when the document is opened Advanced Preferences, .,

View documents in preview document mode when signing

View documents in preview document mode to ensure there are no hidden features in the document before signing.

Check each page of a document for signature fields. You may need to sign a document in more than one place. Each
signature field is unique, so your signature won't automatically be copied from one field to the other signature fields in
the document.

4 Sign the PDF document.

To actually sign the document, click the signature field, if there is one, or choose Sign > Sign Document from the Tasks
toolbar and draw a signature field on the page.

If you've set Acrobat up to display documents in Preview Document mode before signing, a document message bar
reports whether there is any dynamic content in the document. When you’ve reviewed the document, click Sign
Document in the document message bar to proceed.





Sign Document E‘

Sign As: | BEY i
 Aquo_install Reg_Form_2.pdf - Adobe Acrabat Pro fxtended EEE
Fie Edi Vew Document Comments Forms Tooks Advanced Window Hep x Password:
) ot~ ) conbon + &) oo+ ) senre = 2 5o+ (3] ams [y bt~ comnent -
E = o LRI Gl Certificate Issuer: John Doe
L sonu st st v v, (44 sinature parel
o e oo T 7
~ awochoce TUESdAY  5:00 ockoce Monday  11:00 1 Sppsarenees
W we W we
srocnoce Wednesday 2:00 srocuoice _WVednesday 3:00 Digitally signed by John Doe
T — T 4
O n DN: en=John Doe, o, ou,
email=johndoe@aistudio.co @
QUESTIONS m, c=US
TENGERNS | oy tsrions s v s M Doe T 0425 142718
-07o0
SIGNATURE S sy e [[JLock Dacument After Signing @
John Doe  zZmiss... o
5B v

Acrobat adds your signature to the page.

In the Sign Document dialog box, select an appearance, and then add any information it requires, such as the location
or the reason for signing. Enter a password if your digital ID requires it. Click Sign. Give the document a new name so
that you can change the original PDF file without invalidating the signature, and click Save.

When you apply a digital signature, Acrobat embeds an encrypted message digest in the PDF file, along with the details
from your certificate and a version of the document at the time it was signed.

5 Distribute your certificate.

In order to verify your digital ID, others who view your document need to have the public certificate from your digital
ID. To send your certificate, choose Advanced > Security Settings, and select Digital IDs on the left. Select the digital
ID you want to share, and click Export. Follow the onscreen instructions to email your certificate as an FDF file to
someone or to save the certificate as a different file type.

Digital IDs EE& Add ID jUsage Options ~ -___F Certificate Details f:; Export e Refresh i Remove 1D

Directory Servers

Marne Issuer Starage Mechanism

Wit e SRR Andrew Smith <info@afstudio,com = Andrew Smith <info@afstudio, com = Digital ID File

Adobe LiveCycle Rights Mal

Data Exchange File - Export Options

‘fou have chosen to export the Following data:

My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created by
wou and ko encrypt documents For vou, Exporking your certificate does not export
your private key.
E:xport Oplions
Select whether vou want to save the data to a file or share it via email:
() Email the data to someane

() Save the data to a file

Mext l [ Cancel

Share your certificate.
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Using Security Envelopes

To keep your files secure as you email them to associates, create a security envelope in Adobe® Acrobat®. You can
encrypt files that you attach to a PDF document, and the PDF file functions as a security envelope. Anyone can view
the PDF file itself, including the cover page and list of contents. However, a password or security certificate (depending
on the method you choose) is required to open the attachments. The Create Security Envelope wizard makes it easy.

1 Start the Create Security Envelope wizard.

In Acrobat, choose Advanced > Security > Create Security Envelope. The Create Security Envelope wizard opens.

Create Security Envelope K|

Skeps

Files to Enclose Select the files to include in this envelope.

Envelape Template Currently Selected Files:
Delivery Method Document Title File Mame
Security Policy

Identity

Finish

Add File ko Send ...

Use the Create Security Envelope wizard to secure your documents.

2 Add files to the security envelope.

Select the files you want to attach to the PDF document. By default, Acrobat lists any open PDF documents. To add
documents, click Add File To Send and then browse to select the file or files you want to add. To remove a file from the
list, select it and click Remove Selected Files. When the files you want to attach are all listed, click Next to proceed to
the next step.

Select the files to include in this envelope.

Currently Selected Files:

Document Tikle File: Marne
Microsaft Word - Aquo_market_... Agquo_market_summary ,pdf
Aquo_Financial_Data. pptx
Aquo_Financial_analysis.xls

Add File to Send ...

Select the files you want to deliver securely.

You can attach any files to the PDF document for encryption; they do not have to be PDF files.

3 Select a template.

+ The eEnvelope With Signature template creates an envelope that looks like a standard business-size envelope, with
your information in the upper-left corner and the recipient’s information in the middle of the envelope; your digital
signature appears where a postage stamp would normally be.





+ The eEnvelope With Date Stamp template creates a similar envelope, but instead of your signature, a date stamp
appears in the upper-right corner, where a postage stamp would be.

+ The Interdepartment eEnvelope template creates an envelope that looks like an interoffice routing envelope.

Select the envelope template to use.

Available Templates:

Document Title File Marne
eEnvelope with Signature templates. pdf
eEnvelope with Date Stamp templatez, pdf
Interdepartment eEnvelope templatel. pdf

|C:'|,Program Files\adobe\Acrabat 9.0%Acrobat\DocTemplatesiEr Browse ...

Select a template for the appearance of the security envelope.

4 Specify when the envelope will be sent.

Select whether to have the wizard send the envelope as soon as you complete it (now), or whether you want to send it
yourself later. Click Next to continue.

5 Select a security policy.

First, select Show All Policies. Then, select Encrypt With Certificate or Encrypt With Password. Click Next to continue.

select a security policy to apply when securing the enclosed files.
Available Security Policies:

Encrypt with Certificate
Encrypt with Password

Mew Policy show all policies

Select a security policy.

If you encrypt the attachments with a password, the recipient must know the password to view the attachments. If you
encrypt the attachments with a certificate, you must create a list of recipients and provide each recipient with a certif-
icate to use to view the attachments. The certificate option gives you greater control, but it also requires much more
setup. You'll be prompted for the password or the certificate information later.

6 Enter your personal information, if necessary.

If you haven't already established an identity in Acrobat, enter your personal information. This information is used in
the sender area of the security envelope. Click Next when youre done. Then, review the list of files, the envelope
template, and other settings you've selected, and click Finish to confirm them.





Create Security Envelope

Skeps

When sending security envelopes, your identity can be used to fill in
form fields in the envelope template. Please enter the identity
Erwelope Template information you wish to use here. To modify this information in the
future, simply go to the Identity panel in the preferences.

Files ta Enclose

Delivery Method
v Identity

Security Policy
= Identity

Finish

Login Mame:  Cwner

Marne:

Tikle: |Manager

Organization Mame: |My organization

Drganization Unit: |

Erail Address: |j0hndoe@myorgani2ation

Add your contact information.

If you want to change anything, click Back to return to earlier steps in the wizard.

7 Confirm the password or provide certificate details.

Acrobat opens a dialog box to collect the details for your security settings. If you chose to use a password, select the
type of password, confirm it, and then click OK. If you chose to use a certificate, select the document components to
encrypt, and the encryption algorithm. Then click Next, select a digital ID (or add one), and select the recipients using
the Search and Browse buttons. You must already have certificates for recipients.

Adobe Acrobat - Confirm Document Open Password

Flease confirm the Document Open Password, Be sure to make a note of the password, It
' will be required to open the document,

Diocument Open Password:

Ok ] [ Cancel

Retype the password to confirm it.

If you chose to have Acrobat send the security envelope now, it opens your default email application and creates an
email with the security envelope attached.





[ Security Envelope Attached - Message [Plain Text)

! Fle Edt Wiew Insert Format Tools  Actions  Help

§=5end | [ | 4 | [ Options. . B| A AR LU == i= .
[ To., ] |janedoe@myorganizationl |
. JI |

Subject: | Security Envelope Attached |

Attach.., ] Security Envelope pdf (752 KE) | [ Attachment Optians...

This message has a PDF envelope attached. The envelope contains one or more files
gecured for you.

Cpening this file will start Adobe Acrobat or Adobe Reader and prompt you Co process
the file.

To open and process the file attachment, you need Adobe Acrobat 5.0, Reader 5.1, or
later versions.

Adokhe, Acrobat, and Ldobe Reader are either registered trademarks or trademarks of
Idobe 3ystems Incorporated in the United States and/or other countries.

Acrobat can send the security envelope now.

If you chose to send it later, it opens the security envelope in Acrobat, so you can save or send it yourself.
g fgfirr:‘l'{hfgmai;gmlm.com> TN
Gz
N

To:  Joe Jones
Acme Widgets
San Jose, CA

ePape’ mail

You can send the security envelope later.
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AQUO OPERATING SYSTEM UPDATE

NATURAL ENERGY

Aquo IT will be installing a new Operating System on all company computers next week.
Please fill out and submit the following registration information to schedule the installation.
Installation will be approximately 30 minutes per device.

EMPLOYEE
INFORMATION NAME Doe John
LAST FIRST
Product Manager Bottling
TITLE DEPARTMENT
0S oS 1
CURRENT OPERATING SYSTEM VERSION
EXTERNAL
DEVICES List any additional external devices needing updates (ie: laptop, home computer, etc.)
laptop
List any additional devices that may need updates to work with the new operating system (ie: mobile phones, PDA'’s, printers, etc.)
INSTALLATION
& ORIENTATION Please select a convenient day and time for the installation, There will be orientation seminars next week to help get
DATES followed by alternative times that may be convenient. you familiar with the new system. They will take place in the
conference each day next week at 11:00 am and 3:00 pm.
Please select a convenient day and time as well as alterna-
tive times in the event your first choice is unavailable:
1stehorce Monday 4:00 isteorce tuesday  3:00
DAY TIME DAY TIME
nochoce juesday  5:00 N chorce Monday 11:00
DAY TIME DAY TIME
srochorce. WWednesday 2:00 srochorce VVednesday 3:00
DAY TIME DAY TIME
QUESTIONS

OR CONCERNS DOYOU HAVE ANY QUESTIONS OR CONCERNS? YES D NO Iil

SIGNATURE
DATE






		LAST: Doe

		FIRST: John

		TITLE: Product Manager

		DEPARTMENT: Bottling

		CURRENT OPERATING SYSTEM: OS

		VERSION: 1

		undefined: laptop

		undefined_2: PDA

		DAY: Monday

		TIME: 4:00

		DAY_2: Tuesday

		TIME_2: 3:00

		DAY_3: Tuesday

		TIME_3: 5:00

		DAY_4: Monday

		TIME_4: 11:00

		DAY_5: Wednesday

		TIME_5: 2:00

		DAY_6: Wednesday

		TIME_6: 3:00

		DO YOU HAVE ANY QUESTIONS OR CONCERNS YES: Off

		NO: On

		1: 

		2: 

		DATE: 





